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NTAVN NN'Yn
JDYN 2V ban 22p7% 72 LanSweeper NMANI'PNN

NN N'NIPNAN NAI2NY7 19'010,020%Y Microsoft Windows nioxiviin naionn2y 1
DTN MY NIVXNINA Aal23456! nno'on 0V johnd wnnwnin
.administrators-n NXI2p7 wnnwnn NK Q0In
ITNTAVUNI .NIXDOD'OD IX 0''DI9 D'X27 I'NY T NI7XID 121N 1OKN :22 ID'Y
.Johnd wnnwnn nX 1N'on ,N1Haa
:JNna
:NINQN NTIP92 IwNNwin ,Aal123456! nno'on 0V johnd wnnwnin NXR 1IN T2
Net user johnd Aa123456! /add
N2 NTIP92 IwNNWN ,administrators-n NXIAP? WNNWAN NN 9'0INY7 '
Net localgroup administrators johnd /add

s Version 6.1.7601] )
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Windows\system32k-net user johnd Aal’23456!
The command completed successTully.

C:\Windows\system32}net localgroup administrators johnd /add
The command complet&@™=sSuTCeSS g

:INQN NTIPOY IWNNWN ,NTAVNN 9101 johnd wnNwnin NX 1'on?Y 12
Net user johnd /del
:\Windows\system32>net user johnd /del

he command completed successtully.

."Bridged Adapter"-7 NIC nx nmaw ,VirtualBox-a 2
ni121ann 22 oy) Class-n 22 Nj2'10 "'V NIXXINN NX 1972 'T2 NR/VI AT TUY 22 ID'Y
/Nt ,DHCP ni'va ajpv 121V X7 bridged networking-n DX .(NIXNN NNIX '2U2
.NAT n1ixn2a It N7aUN U¥17
:Nna
-7 ,Windows 7 Hosts 2u ntan' nx'n7,VirtualBox nna ,NIC-n nama nxX nivw?7 '1a
.Settings-> Network
.Bridge Adapter 1na ,Attached to 112vi, 121V NIC-w XTI ,Adapter 1-2
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£23 VulnCorp Client - Settings ? *

E General Network
E Systemn Adapter 1 Adapter 2 Adapter 3 Adapter 4
@ Display ~| Enable Network Adapter
o) Attached to: [Internal Metwork
Storage Mot attached
Mame: |naT e
(@: Audio MAT MNetwork
b Advanced Bridged Adapter

Metwa Internal Metwork

@ " Host-only Adapter
) Generic Driver

@ Serial Ports

[ ok || cancel

: N2D UWHNN L 17w 2ThnN NN NNTN DY LanSweeper [pnnt imin 3
https://www.lansweeper.com/download/
Jnna
N2 N ITIIN 7Y 210 NAIN2 DX 12'TD, LanSweeper 7w INKN 72K 1W17)
.Easy Install nnwaxa nnat,napnnn

X o8 - 4+  x Downlosd Lansweeper MM S [

i @ @ lansweepercom/downicad/ @ O & >

Start Your Free Trial

Enter Your Email & Receive Your Trial Key Within Seconds

Please Enter a Valid Email Address

Download Lansweeper

W Subscribe o Newsletier

Already have a License? Update your existing installation | Set up a new installation

,17W AwNnn NXR D'wnwn ports-n ORY NI3T,9100 TV Next IXN7 .nbIwa niapnnn
.8443 I8 8181 1n2,0NNX NN2

-4 Tiny - Es
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https://www.lansweeper.com/download/

Select installation type
Which Install should be executed?

2 Easy Install

This willl install Lansweeper using local SOU Compadt Database.

Used for SQL Server, URtimate version or distributed installations.

| stk B FER> J|. Cocd
.MIPNNN NN NTHZ T2 localhost:[port] 78 10112 ,N7N21 NMpNNNY NK
2N N7APW key-n NIVXAND NApNNN DN (7'van 4
¥nNWN? 172in (17U 0'n' 30 INX .unlimited-n N037 X'N [1'0'2N NAIN :27 ID'Y
JIPT 5 nian? v nnapn n2van inx2i 01'w/an 100-» N oV LanSweeper-1
"only Windows and network devices" nna,"Asset Types" Jona .a
JINTNIWYUY D'wpann DNNWA johnd 2w DNIWINA NN 12'TD b
:Jna
102001 key-n NX 1IX7N .LanSweeper 1NN DNITAY 2'M'R7 N7W0N7 1NN key-n
IXNN DTN 7Y [IWRIN NWIN QT2 ININ

Unlock Your Installation

key? Request a trial key niact sales@lansweeper.com

a

-5TIy - -
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.Jjohnd 7w DNIWIND NIVXNNI NWIN DX IPIN0I LanSweeper 7¥ MIXNN DX TN
N9

JOUNIVIN 91X np'10'7 NN NHL X INN? 1NN LanSweeper

Which IP ranges would you like to scan?

Local Area Connection

Start: | 10.100.102.1
End: | 10.100.102.254 7

IP ranges Asset types Credentlals Finish

Welcome

.Network Devices -I Windows p1 1nn21 ,Asset Type 10n2
AT NTAVUNY 01D K7 178 X, 0NN DM'WIN INKR21I NIDAZ 712t LanSweeper

What types of assets do you have in your network?

o] o @ @ ®
i % o @ @&
St

am
Windows Mac & Linux Network devices| VMware vCenter VMware ESXi
|
< L v
® @ @ ® @
cirrix aws A f\ ®
k ~— < 7
XenServer Amazon Azure AirWatch Chrome OS
® @ ®
Intune Office 365 SCCM
[ previows |
Welcome IP ranges Asset types Credentials Finish

5

IN domain-n admin 2w DNIW'RN NX 012207 D272V ,Windows D112 DNNAY NNN
.(johnd 2w oMiwNa iwnnwN) mipmn administrator-n 9w

-6 Tmy -
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Which credentials should be used to scan Windows computers?

== Windows @

Username
Nahnd
Password
.........
L] = oo
[_prvious | | et
Welcame IP ranges Asset types Credentials Finish

DNIX NX DN? vl bridge adapter-2 wnnwn? D'T'N7NN0 1I¥p1AY [11'] :17 D'V

NNIX 2V 1'N' 0'T'N2NN OX) dashboard-1 111 1770 N2 0'2W/NHKN 23 ,0M1L'N
.(hen

.NNATNN 112V 12 WANWN7 02210 X7 INIRY (112 SMTP NRW? 1IN 'R :Nun
[

Scanning your network!

Lansweeper is now gathering data from your network!
Feel free to browse the web conscle while scans are taking place

Scan statistics Scanning queue

DI & ©

This wizard will automatically close in 25 seconds.

Welcome IP ranges Asset types Credentials Finish

:X21n Dashboard-n nx N7 1M nnN, Finish nxN7w NN
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NININ NIZNWA 2V DUINTIAVYNTAY NN 6
?NINNN? 72ANNNY wNnwnn ' .a
?NIP7n 2V NMpnin N2 ITN b
?NTIAVN NTAYA T2V DIN''DIND DN .C
:JNNa
A0 1INAY71 207 'waK ,Assets -n NIIWY7 2V IXN? NTIAVUN NITAY 72 NN AN 1T
nnnn Windows 7v nx'N% 1T 20 Windows '1pNin 7w N1'N2 L 127 npna Dhon
Assets Types 1ITN?

= | e | B

W Lansweeeper | Al Assets F
i & & @ 3 lecalbest ! o g ] mm E =
B Tl fearee (400 aaants) Purchase Linawey ' 1o g7 B osninsama O -
" « D % (] o
Anwet AcSions Lidgasi n Display: 250 =
[ _‘ b A | LaAGEH Adbbts Usar ] e Easdpitaer P ddderss P L
At Faga —
Amas Oezupa teols
LT F
Cyrubviit, Qgapd wa
B :; P L
localhostELEL/Adsati aape i ) L 3
DM9NA NT'NALLANATN 227102 NIP20 2V XN MU NINN20 121N 2N DX RIXARZ [N
.summary
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- B9 Trial license (Unlimited assets). Purchase Lansweeper here. 4l @ suitinadmin 3 -

4 Client-01 - Windows 10 Pro (64 bit)
W ©192.168.1.103 - VULNCORP

X Config
: B w

e | Performance |(Z) Uptime | [ Location 1Eventiog | {=/Report | 45 History | [ Docs omments & Scan time

Scan status:

QR Cade (JPG) Lastusess n Doe o
28 QR Code (PDF) os: > (64 bit)

Create new ticket Bull
Deploy Package

IP location: L.

Domain: g3 vu!
*a Asset location: | £
Basic actions Manufacturer: & innote!
Uptime: oh4zm
& Ping Model: [ VirtuaiBox

First seen: 019

24:59
Processor: [ Intel C

. Last seen: 12/28/2019 23:43:43
Motherboard: [ oracle

Purchased:
Graphics: [33 VirtualBox
1 Audio: § e Warrenty:
SSH (putty Sa
= "C‘“ . Antivirus: W Windows Defender Enabled & Up To Date
lesktop n
s Network: @ |ntel(R) PRO/100 Desktop Adapter - 08:00:27:AE:2C:AC
168.1.103
Harddisk: ¢
_—— 497 GB free of 635 GB
@ # Asset groups
& Shared folders
@ Reboot Default group
[§) Shutdown
@ shd i Recent eventiog entries J Event summary of last week

# Abort shutdown

Advanced actions bytes (DWORD) of the Data sec.

& Device tester
Te )RD) of the Data sectio
& Test connection Data
& Test conne tion o EventLog
$FTP
Windows Malicious Sof ) Kemel-Power 1

=
@ HTTP port 8080

:['217'n?

Last logon <- User info <- Config :1 |[NNNN WNNwNN N0 NN RIXAY NN
Antivirus <- Software :1 NipniNN N12INN NN XIXAY NN

Antivirus <- Software :1 0I1'l 'DINN "IN NIK KIXN7 N1

:D'NIN O'DION DR 2172'W M 0N VTN IR DY 7
JNN D217 000N W) .a
.wnnwn? odinon' .b
("W nia'wnin) 02an 2v niapn .
202N Dipm .d
:JNNa
NITYN 1N 780w T¥2 bNana Edit Asset IXN71 021 NN2,UTNN DK 1NY7 1T
.N12N7 D'IYa

-9 Ty - -

077-7781383 | 7x'n1> ,7 N7’ ,n"ya 7170 120 © nNmMw nirdT™ D
CYBER SCHOOL



Start Date End Date Asset Type Asset Comments
@ 12/29/2019 This asset @ Connected To &g DC-01 @
4 4
This asset v Connected To v This asset Add
“I. User / OU / AD group Relations
Start Date End Date Type User / OU | AD group Comments
12/29/2019 & Used By f CLIENT-01\John Doe @
4 . 4
Used By v None selected v Add
Description: Comments:

This Asset is of no importanceS

DM9N1 Save Asset 7V NX'NY? T 2V DIIN NN NINY ,UT'AN DX DNATN NNK

JINNWN

7¥ 0'011 72102 — IT Asset Management) ITAM 2w DI Xin LanSweeper :171UN NVN
D'021N 77UN 1INX 2IpYU7 N1 273 77172 .0'D¥/AINNI D'MININN D'03310 72 NX 2712 X2v (IT
JIAIND 22 D1INDP2XA NI DITAIVN 12000 NIVXHNL 070N

=10 Ty -

077-7781383 | 7x'n1> ,7 N7’ ,n"ya 7170 120 © nNmMw nirdT™ D

CYBER SCHOOL



