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2TAYNA 'RYUN @

.DNIY'wL 'TNY wIn'w? Forensics N2'a0I N2 NX

1w nt

nipT 30-45

nTaynan Nao i

Nn1'a0I0%] e
VirtualBox o
SIFT Environment =
N |INPO'T ©
CAINEISO o
Rufus o
DIX1p e
rufus-3.8.exe o
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1TAVN NN'YN

NP'TA% TNIMA NAXIVW SIFT nainn nivxnxa DFIR N2'ao |1Ina71 'pnin? D22y ,IT nTavna

LOMITr oxap

X7 1712 ,CAINE 22 p1Tan nn 2innx? naw CAINE 1'wan 11X T N'1A0N D2 ITNTaun

¥# Oracle VM VirtualBox Manager
File Machine Help

Preferences...

Import Appliance...
Export Appliance...

Virtual Media Manager...
Host Network Manager...
Cloud Profile Manager...
Check for Updates...

Reset All Warnings

J4 P @r0OEE 28 %

Exit

Network Operations Manager...

Ctrl+G

Ctrl+|
Ctrl+E

Ctrl+D
Ctrl+H
Ctrl+P

Ctrl+Q

(field kit) nTw N2

2TmMan SIFTOVAvyaipn ik Tin 1
sansforensics :wnnwn ow
forensics :nn0'0

JVirtualBox-n 78 OVA-n nX INa" 2
:jNNa

NIVXNKA Oracle n™2XILIN NA1ION% OVA-N NIX XN
File -> Import Appliance -> File Location -> Location

R OP.

New Settings Discard Show

=] General

8 Name: vm
Ubuntu (64-bit)
Settings File Location: D:\Virtual Machines\vm

Operating System:

@ System

Base Memory: 2048 MB
Processors: 2

Boot Order: Floppy, Optical, Hard Disk
Acceleration:  VT-x/AMD-V, Nested Paging, PAE/NX, KVM

Paravirtualization

(™) pisplay

Video Memory: 16 MB
Graphics Controller: VBoxVGA
Remote Desktop Server: Disabled
Recording: Disabled

Storage

Controller: SATA
Controller: SCSI
SCSI Port 0:

{p Audio

Host Driver:  Windows DirectSound
Controller:  ICH AC97

@ Network

Adapter 1: Intel PRO/1000 MT Server (NAT)

A ueo

sift-update-disk 1.vdi (Normal, 100.00 GB)

.N212NN NN 17NNN1

- O X

@ Preview 2

v

forensics :X'n wnnwn? nno'on 2w 27Thnn N2

2Tmnn CAINE.iso yaipn nx min 3

121N NN 1PNAN,X? OX .M RN 12 WANWNYZ DINXIN DNNY 710 [2100Y XTI 4

:JNNa

.Start <- Format 1na1 USB-n 2v n'an' nx'n? yn?,212n pinn? '12
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.CAINE ISO-n niyxnxA 2INNK? NIN2 N X7 '1a Rufus 221 wnnwn 5
:JNna
:NAN VTN DR NNt Rufus Nk ixnn
122 XIn USB-n 1'wanw INTII — Device
.1N12 Caine ISO-w INTII — Boot Selection
GPT — Partition scheme

UEFI (non CSM) — Target System
&7 Rufus 3.8,1580 _ ¢

Drive Properties
Device

CAINE 11 (E:) [16 GE]

Boot selection

cainel1.0.is0 @ SELECT

Persistent partition size

0 (Mo persistence)

Partition scheme Target system
GPT UEFI (non CSM)
b

Format Options

Yolume label

CAIMNE T
File system Cluster size

MNTFS 4096 bytes (Default)
b
Status

@ O = START CAMCEL

Eivcaspertfilesystemn.squashfs (3.7 GE)

.Start yn? ,nimwann INw21 2Thn N1Ma 01y 0y
.CAINE USB Live n'n* wnn USB-n ,0'"NDN 7'70NN TWND
JADN 20 wNNwN? D' DNN DA I'RDY DT 6
:JNna
.(local PC) mipmn awnna wn po'Ta V'ain? 1nN wnn 2InNK? |naw USB-n
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= BBR- CAINE 11 (E)

File Home Share View Drive Tools

<« v A = 5 ThisPC » CAINE11(E)

# Quick access
) Desktop
Downloads
E Documents
BH Pictures

l Lion
B oFr
B New Metasplotable
B oldvat

OneDr

This PC

Name

B disx
l ArsenallmageMounter
l boot
per
B disis
| Y3
l FTKImagerLite
| 3]
B install
l isolin

File folder
File folder
File folder
File folder

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

.0NNI FTK Imager ,PhotoRec |122,0'21 022 NIXY? DNINNK DNNX
119011 NI2IMA N19x? 1 NirLauncher NN 170NN, PO TN NN 10120

[ MirLauncher - NirSoft Utilities - O X
File Edit View Options Launcher Packages Help
Password Recovery Utilities Network Monitoring Tools | Web Browser Tools | Video/Audio Related Utilities | Internet Related Utilities |
Command-Line Utilities Desktop Utilities | OutlookiOffice Utilities Programmer Tools | Disk Utilities |
System Utilities Other Utilities | All Utilities
Mame Description Version Updated On EXEH

Web Page URL

I'H WirelessKeyDump dumps the list of all wireless keys stored by Wind... 12/23/2019 6:44:3 AN
g WebBrowserPassView Recover lost passwords from your Web browser, 1.92 12/23/2019 6:44:30 PM https:/fwww.nirsoft.net/utilsfweb_browser_pass..  E\Ni
[ vNCPassView Recover the passwords stored by the VNC tool. 1.05 12/23/2019 £:44:30 PM https:/fwww.nirsoft.net/utils/vnc_password.html BN
& VaultPasswordView Decrypts passwords stored in Windows Vault 1.08 12/23/2019 £:44:29 PM https:/fwww.nirsoft.net/utils/vault_password_vie... E\Ni
[5E] RunWithoutElevation RunWithoutElevation 1.00 12/23/2019 &:44:19 PM https://www.nirsoft.net/utils/run_without_elevati... EANI
@ PCAnywhere PassView Reveals the passwords of pcANYWHERE items. 112 12/23/2019 6:44:16 PM https:/fwww.nirsoft.net/utils/pcanypass.html E\Mi
& passwordFox View passwords stored in Firefox Web browser, 1.60 12/23/2018 6:44:16 PM https:/fwww.nirsoft.net/ utils/passwordfox.html EX\Ni
&.' OperaPassView Password recovery tool for Opera Web browser. 110 12/23/2018 6:44:14 PM https:/fwww.nirsoft.net/utils/opera_password_re..  EANi
@ MessenPass Recovers the passwords of instant messenger pro...  1.43 12/23/2019 6:44:08 PM https:/fwww.nirsoft.net/utils/mspass.html E:\Mi
[] L5ASecretsDump Dump the LSA secrets from the Registry. 121 12/23/2018 £:44:07 PM https:/fwww.nirsoft.net/utils/lsa_secrets_dump.h... EANi
I HTTPNetworkSniffer Captures and displays HTTP requests/responses. 1.63 12/23/2019 £:44:02 PM E:\Mi
% EncryptedRegView Scans the Registry and decrypts the data encrypt..  1.03 12/23/2019 6:43:57 PM https://www.nirsoft.net/utils/encrypted_registry_... E\MNi
% Dialupass Recovers Dial-Up passwords in all versions of Win... 3.61 12/23/2019 6:43:54 PM https://www.nirsoft.net/utils/dialupass.html E\Mi
4 DataProtectionDecryptor Decrypt DPAPI-encrypted data of Windows. 110 12/23/2019 :43:34 PM https:/fwww.nirsoft.net/utils/dpapi_data_decrypt.. EANi
i CredentialsFileView Decrypts Credentials files of Windows. 1.07 12/23/2018 6:43:53 PM https:/fwww.nirsoft.net/utils/credentials_file_vie..  E\Ni
& ChromePass Password recovery tool for Google Chrome Web .. 148 12/23/2019 6:43:51 PM https://fwww.nirsoft.net/utils/chromepass.html E:\Mi
el BulletsPassView Reveals the passwords stored behind the bullets. 132 12/23/2018 £:43:51 PM https:/fwww.nirsoft.net/utils/bullets_password_vi... EANi
< >
& Run 3 Advanced Run @) Web Page @ Help File & Web Search @ Package & Package

17 Utilities, 1 Selected

NirSoft Freeware. http:iwww.nirsoft.net

-5Tmy -

.CAINE-N Nnaimn nx 17NNKN
:jnNNa

JUSO-2 wnnwin ,avnnin 22 2w wTnn 2INNKN van'n? ')
.Devices Nn"0'LI] 72V YN7I VirtualBox-7 D12'n ,NINILYIN NAIDN]
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ﬂ MNewKali [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

17w nainnn nx wTnn 72nnni, CAINE po'T namn nx 1N ,Optional Drives yn?

CAINE

Start in compatibility mode-——.
Boot Live in safe graphics mode
Boot Live in RAM

Boot Live in debug mode

Memory test (

Press TAB key to edit

omputer Aided INvestigative Environmen

JUNIN LDNAnN 2u yn21 CAINE LIVENR nna 8
.Disks <- Accessories -7N )
.ANIN NNK NN 12001, Disks nann 2w [amn nXIpn
:JNna
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86 GB Hard Disk

— [dev/sda = - " x
86 GB Hard Disk
94 GB Hard Disk Size 86 GB (85.899.345.920 bytes)
= VBOX HARDDISK Partitioning Master Book Record
( 3 CD/DVD Drive Serial Mumber VBae5fcob2-8905ef9a
\ VBOX CD-ROM
16 GB Thumb Drive Assessment SMART is not supported
SanDisk Cruzer Blade
] Volumes
3,9CB Loop Device
J Sfcdromfcasper/filesystem.squashfs
Extended Pa...
Partition 2
2.1 GB
Swap
Partition 5
2,1GB Sw?ﬂ

> - #

Size 84GB (83.751.862.272 bytes)
Device [dev/sda1
UUID 2F925e17-7279-45F8-99b6-7ef241eb45e8
Partition Type Linux (Bootable)
Contents Ext4 (version 1.0) — Mot Mounted

mputer by name

L2712, |N2'TN 212 2TIN NN 2172 TN .027W 2wNN2A [N2'T 1312 22 DX INMN DNN
NI [N2'T NLY NNaI
XAIl 1XN71 ,Forensics Tools NN ,'wxInbN9na 9
.D'NN DNX Nn Nfaon ?XAll T nn
:bMan
J12MN XA 2712,0M'w2ann 0'¥pn 72 IR Y202 212'w 192 Kin XAl
NN Y707 T2 NAIMN yalp IX 0T INAY 1I2INXN1,0'%1PN N2IYN YV ININ DNN
12w 2Imn
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