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2v) 0'200 N2 21700 Autoruns DIW'N NIVXAND NI2WNNN NN 27 NI RIXNAY 10)
.Sysinternals

:NAN NN Autoruns npmnimin 1
https://docs.microsoft.com/en-us/sysinternals/downloads/autoruns
:Jna
VIN'IN 12 yaIpn DR YNn? awan .Autoruns |'pNin? N12N2 DIANMN X7 DNN A% In'Y
.Run now from 1w 2u n%2192 nx'n 7 20 NNt

Autoruns for Windows v13.96

019 - 3 minutes to read - .’E A . L}

By Mark Russinovich

Published: June 28, 2019

>
Download torunsc (1.6 MB)

KUn now from

Introduction

This utility, which has the most comprehensive knowledge of auto-starting locations of any startup monitor, shows you

programs are configured to run during system bootup or login, and when you start various built-in Windows application|
Internet Explorer, Explorer and media players. These programs and drivers include ones in your startup folder, Run, Run(j
other Registry keys. Autoruns reports Explorer shell extensions, toclbars, browser helper objects, Winlogon notifications,

services, and much more. Autoruns goes way beyond other autostart utilities.

1121 NI'D'DIAY7 Naxn NXK NP72Nn Autoruns
.'0'01 w19'N UX17 T2 Everything N""0'v121 wnNNwn

TIV NIPNINA 'K N, VINIKY NIINI0NN NN KIXAY T2 Autoruns-1 IwWNNYN
:JNna

,key-n N NP7 220 Npnna 22N ,N%uan T VINAY? registry-1 N1 NIN DX
LNINK UX]7 D02 1TV Awnnn

AINXY 1NI0! 1782 NN ,Autoruns-1

File Entry Options User Help
FIEE B A
[%) knownDLLS & wirlogon & winsock Providers 2 Print Monitors ® LsA Providers & Network Providers & v ] office

T Everything # Logon H Explorer & Intemet Explorer [9) scheduled Tasks 4 Services 2 orivers & codecs [ Boot Execute ™ 1mage Hiacks 1% Appnit
Autorun Entry Description Publisher Image Path Timestamp VinusTotal ~
Q HKLM\SYSTEM\CurrentControl Set\Control\Safe Boot \Atemate Shell 19/03/2019 6:53

& cmd exe Windows Command Processor (Verffied) Microsoft Windows e windows'\system 32\cmd exe 28/12/1914 8:19
g HKLM\SOFTWARE\Microsoft \Windows'\Current Version\Run 18/10/201 17:51

@ e
O O Eventhing
8 HKLM\SOFTV

ESET command e interface:
Eventhing

(Verfied) ESET. spol. 5o
(Verfied) voidicols

# Ughishat
[ sunJavaUpdateSched
vmware-ray exe

W com squimel slack slack
& T

(35 Google Chrome.
‘Scheduler

\Adobe Acrabat Update
(GoogleUpdateTask M

Starter Moduie
Java Update Scheduler
VMware Tray Process

@ HKCU\SOFTWARE\Microsoft\Windows\Curent Version\Run

Widserbe ol

Google Chrome Installer

Adabe Reader and Acrobat Manager

(Verfied) Kiorova LLC
(Verfied) Cracie America, Inc
(Verfied) VMnare, Inc.

Weried) Windscrbe e

(Verfied) Google LLC

(Verfied) Adobe Inc

- \program fieseset \eset securty'e.
c:\program fies \eventhing \evenythin.

\program fies (86) siclbrains ight
e:\program fies (¢86)\common fies\j

ci\program files (86} wmwarevmmar..

File not found: C:\Users \Adminitrator.
program fies (067 windscibe Wi

:\program fies (¢86)\google'chrome.

ci\program fies 86)\commen fies\a
File not found: C:\Program Files («36).

GoogeUpdate sk e,

File not fouind: C1\Program Files (<36).

Wicrosoft OffceOfice
Microsoft\Office\Ofice
Microsot'Office\Office
Microsoft Office\Ofice
Microsoft\Office\Ofice.
Microsoft'Office\Offce.
Microsoft Office\Ofice.
Microsoft\Office\Ofice.
Microsoft\VisualStudic
Microsoft\Windows\Wi
Microsoft\Windows\Wi
Microsoft\Windows\Wi
Microsoft\Windows\Wi
\OneDrive Standalone

[ \OneDrive Standalone

(21 1 ] ) D ) @ @ )

Tcrosoft Offce Click to-Faun Clent
Microsot Office Clickto-Fun Client
Microsoft Office SDX Helper
Microsot Office SDX Helper
Background task for Office fighting s
Background task for Office fighting s
Office Telemetry Dashboard Agent (0.
Office Telemetry Dashboard Agent (O
Visual Studio Background Download
Microsoft Malware Protection Gomima
Microsoft Malware Proteetion Comima
Microsoft Malware Protection Comma
Microsoft Malware Protection Comima
Standalone Updater

Standalone Updater

Werfied) Microsolt Comoration
(Verfied) Microsott Comoration
(Verfied) Microsot Corporation
(Verfied) Microsolt Comoration
(Verfied) Microsott Comoration
(Verfied) Microsot Corporation
(Verfied) Microsott Comoration
(Verfied) Microsoft Comoration
(Verfied) Microsot Corporation
(Nt verfied) Microsaft Gomoration
(Nt Verfied) Microsoft Comoration
{Not Verfied) Microsoft Corporation
(Nt Verfied) Microsoft Comoration
(Verfied) Microsoft Comoration
(Verfied) Microsot Comporation

G progrem fles common Hleswricros
\program fles\common fles\micros
\progrem fies {x3)\micrasolt office.
\progrem fies {x3)\microsolt offce.
c\progremfies {x36)\microsot office
\progrem fies {x3)\micrasolt office.
\progrem fies {x3)\microsolt offce.
c\progrem fies {x36)\microsalt office.
\progrem fies {36 micrasolt visual
\programdatatmicrosoft\windows d.
c\progremdata\microsoft\windows d.
\progremdatamicrosot windaws d.
progremdatatmicrosoft\windows d.
ciusersvons\appdatalocal microso.
users'vons\appdatalocal micraso

19/06/2019 14:27
04/02/2019 6:37
27/1072019 11:33
18/10/2009 2:36
05/07/2019 6:12
17/08/2019 4:03
271172019 15:21

19/01/2019 0:29

[S]CProorambata Wicrosoft\Windows \Start Menu\Programs \Startup 26/05/2015 20:06
L] AnyDesk Ink (Verfied) phiandro Software GmbH ¢:\progrem fles {¢36)\anydesc\anyd .. 18/11/2018 2016

M\SOFTWARE\Microscht\Active Setup\Instaled Componerts

26/09/201917:39
17/08/2019 21:17

28/07/2019 10:52

06/12/2019 1:33
06/12/2019 1:33
06/12/2019 1:14
06/12/2019 1:14
06/12/2019 1:15
06/12/2019 1:15
05/11/2019 15:40
05/11/2019 15:40
29/03/1905 19.43
28/07/1993 11:02
28/07/1993 11:02
28/07/1993 11:02
28/07/1993 11:02
13/08/2019 2:30
13/08/2019 2:30
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.(keys nwI7w NINQY) startup '"MipmM DIONNNAY registry keys INXN

:jNNa

T2V 17V091'W NININN 72 W nn'wl RN Logon N''p'M7 10120 ,Autoruns-1
.Logon-n nnN'w

DINA? NI212' nNNKX (Triggers) NI7Va .D79N NN 207 'T2 NINTNIYWYU? 1XYW 222 Inw
JDNIDIN [9INA YN7 NIMINY

=
File Entry Options User Help
HEAPAXE fAe
%) knownbLLs B Winlogon & Winsock Providers {2 Print Monitors W) LSA Providers £ Network
&2 Everything é Logon ';J Explorer @ Internet Explorer J Scheduled Tasks % Services g Drivers Codecs |
Autorun Entry Description Publisher Image Path Timestamp
@t HKLM\SYSTEM\CurentControl Set\Control\SafeBoot \Atemate Shell 19/03/2019 6:53
BN cmd.exe Windows Command Processor (Verified) Microsoft Windows cwindows'system32'cmd exe 28/12/1914 819
it HKLM\SOFTWARE\Microsoft\Windows\Cumrent Version\Run 18410/2019 17:51
@ egui ESET command line interface (Verified) ESET, spol. sro. c:hprogram files'eset\eset securitye... 15/06/2019 1427
O @ Everything Everything (Verfied) voidtools c:\program files\everythingeverythin... 04/02/2019 6:37
ﬁ’ HKLM\SOFTWARE \Wow6432Node' \Microsoft \Windows ' CumrentVersion\Run 27/10/2019 11:33
# Lightshot Starter Module (Verfied) Kilonova LLC c:\program files (x86)\skillbrains™ight... 18/10/2009 2:36
E SunJavalpdateSched Java Update Scheduler (Verfied) Cracle America, Inc. c:h\program files (x86)\common filesy... 05/07/20196:12
vmware-tray exe WMware Tray Process (Verfied) VMware, Inc c:\program files (x86)\wmware‘wmwar... 17/09/2019 4:03
@’ HKCLNSOFTWARE \Microsoft\Windows \CumentVersion\Run 27/11/2019 15:21
B " com .squime! slack slack File not found: C:\Users'Administrator.
@ Windscribe Windscribe client (Verfied) Windscribe Limited c:\program files (x86)\windscribe\win... 19/01/2019 0:.2%
23 C:\ProgramData\Microsaft\Windows\Start Menu\Programs\Startup 26/09/2019 20:06
n AnyDesk Ink (Verffied) philandro Software GmbH c:h\program files (x86)\anydesk\anyd... 18/11/2019 20:16
Q HELMYSOFTWARE \Microsoft \Active Setupinstalled Components 26/09/2019 17:39
_Jl' Google Chrome Google Chrome Installer (Verfied) Google LLC c:h\program files (x86)\google \chrome... 17/09/2019 21:17

:0'2212 AwNn 7221 0'RxNIN 0'X19]1 Registry keys
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

HKLM\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Run

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
.D'WNNWN N2U90 N2UN NOA TN 17N, NIINWNY7 0212 keys-nw 1% In'w

.startup-n mipma NIPM INXN

:Jna

NpN1A logon-n NN T 2V 17V91'Y NN NITIN VTN n2'2n Logon-n NMO'LI]
QIPN7 27 Y AT
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FIEE Fiter
[%) KnownDLLs % winlogon & Winsock Providers ‘21 Print Monitors W) LSA Providers & Network Providers
&} Everything 24 Logon H Explorer & Internet Explorer [ scheduled Tasks &y Services 2 Drivers Codecs [ BootExe
Autorun Entry Description Publisher image Path Timestamp
@ HKLM\SYSTEM\CunrentControlSet'Control\Safe Boot \AtemateShell 19/03/2019 6:53
& omd exe Windows Command Processor (Vefied) Microsoft Windows c-\windows\system3Z\cmd exe 28121914 8:19
¥ HKLM\SOFTWARE\Microsoft\Windows'\Cunent Version'\Run 18/10/2018 1751
(&) equ ESET command line interface (Verfied) ESET, spol. s ro c:program fles'eset\eset securty'e... 19/06/2019 14:27
[0 O Eventhing Eventhing (Verffied) voidtools c:\program fleseventhing\eventhin... 04/02/2019 6:37
@ HKLM\SOFTWARE Run 27/10/2019 11:33
# Lightshot Starter Module (Vefied) Kionova LLC c-\program files («86]'skilbrains light... 18/10/2003 2.3
[ SundavalpdateSched  Java Update Scheduler Verfied) Oracle America, Inc o\program files («36]\common files\y... 05/07/2018 6:12
mware {ray exe VMware Tray Process (Verfied) VMware, Inc c-\program files (6] wmware'wmwar... 17/09/2019 £:03
@ HKCUNSOFTWARE Microsoft\Windows'\Cunent Version\Run 2771172019 1521
i com.squimel.slack slack File not found: C:\Users\Administrator...
e AreCTe-chen (Verfied) Windscribe Limted c\program files («86)\windscrbe\win... 19/01/2019 0:29
C:\ProgramDatatMicrosoft\Windows \Start Menu\Programs\Startup 26/09/2013 20.06
- philandro Software GmbH  c-program files (x86)'anydeskanyd... 18/11/2019 2016
@ HKLM\SOFTWARE\Microsoft\Active Setup\Installed Components 26/09/2019 17:39
[& Google Chrome Google Chrome Installer (Verfied) Google LLC c2\program fles (186)\goagle\chrome... 17/09/2019 21:17
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Menu\Programs\Startup

.Nw71 DIw v Publisher-n 1102 vram "Not Verified" DN 1172

:N17712 Windows 2w NINDIAN 2N
- C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup
- C:\Users\JohnD\AppData\Roaming\Microsoft\Windows\Start

N9

D112V NN Miw 19X 017X 1war "Not Verified"-2 niaunnin ninam ,Autoruns-a
VIT N7 publisher-n

File Entry User Help |
HEBLUXE me[ ]
[%) knownDLLs @ winlogon € winsock Providers 2 Print Monitors W) LsAProviders & Network Providers = wmr ] offce |
@ Everything 2 Logon  Explorer @ Internet Explorer () scheduled Tasks B services 2 Drivers Codecs [ BootExecute [ 1mage Hiads [%) appmit
Autorun Entry Description Publisher image Peth Timestamp ViusTotal ~l
[ TotoiseBDeleted Tortoise overlay hander shim (Verfied) Open Source Developer, St.. c:\program fles (+B6)\common files't... 25/08/2015 20:58 |
[5] Tortoise7Added Tortoise overtay handler shim (Verfied) Open Source Developer, St... ¢:\program fies (186)\common filest.. 25/08/2015 20:58 [
[ TorciseBignored Tortoise overlay hander shim (Verfiec) Open Source Developer, St.. c-\program fles (+86)\common fikes't... 25/08/2015 20:58 |
5] TortoiseSUnversioned  Tortoise overtay handier shim (Veriied) Open Source Developer, ... c:\program files (+86)\common files't... 25/08/2015 20:58 i
o HKLI Windows' Explorer\Browser Helper Objects 27/09/2019 11:28 b
5] Javatm) Plugn 235V ... Java(TM) Platform SE binary {(Verfied) Oradle America. Inc. covprogram fies\ava\re1.8.0_2211bi... 04/07/2019 14:18 i
2] Javatm) Plug-n SV He... Java(TM) Platform SE binary (Verfied) Cracle America, inc coiprogram files'javare 1.8.0_221bi... 04/07/2019 14:22 |
5] Skypefor Business Brow... Skype for Business (Vefied) Microsoft Comoration c2\program files (x86)\microsoft office... 03/11/2015 1:28 |
L Windows Explorer’ Browser Helper Objects 27/09/201911:28 f
5] Javatm) Plugn 235V ... Java(TM) Platform SE binary {(Verfied) Oradle America. Inc. covprogram files (+86)java\rel.8.0_2... 05/07/2015 455 f
5] Javatm) Plug-n SV He... Java(TM) Platform SE binary (Verfied) Cracle America. inc coiprogram files (<EB\javatie1 80_2... 05/07/2019 5:00
5] Skypefor Business Brow... Skype for Business (Verfied) Microsoft Comoration c2\program files (x86)microscft office... 05/11/2019 15:45
# HKLM Scftware Microscft ntemet ExplorerExtensions 27/09/201911:28
2] Lync Ciick to Call Skype for Business (Vefied) Microsoft Comoration co\program files (+86)\microsoit office... 03/11/2015 1:28
5] OneMote Lingked Notes  Microsoft OneNote Intemet Explorer .. {Verfied) Microsoft Corporation co\program files (<6 microsoft office... 04/11/2019 18:46
5] Setndto OneNote Microseft OneNote Intemet Explarer ... (Verfied) Microsoft Comparation c2\program files (+86)\microscft office... 04/11/2019 13:43
KL \Scftware\WowB432Node Microsoft\Intemet Explorer\Bxtensions 27/09/201911:28
2] Lync Ciick to Cal Skype for Business (Vefied) Microsoft Comoration covprogram files (x86)microscft office... 05/11/2019 15:45
5] OneMote Lintked Notes  Micrasoft OneNote Intemet Explorer .. (Verfied) Microsoft Corporation 2\program files (x86)\microsct office... 05/11/2019 18:11
[5] Setndto OneNote Microsoft OneNote Intemet Explorer ... (Verfied) Microsoft Corporation ci\program files {<B6)\microsoft cffice... 05/11/2013 18:08
3 Task Scheduler
1 \Adobe Acrobat Update ... Adobe Reader and Acrobat Manager  (Verfied) Adobe Inc. c:\program files {<B6)\common fies'a... 24/07/2013 10:52
i \GooglelUpdateTaskNa File not found: C:\Program Fies (36).
i \GoogleUpdateTaskMa. File not found: C:\Program Fies {x36),
1] \Microsch\Office\Offics .. Microscft Office Click to-Run Client  (Verfied) Microsot Comoration &2\program files common fles'micros... 06/12/2019 1:39
1] \Wicrosch\Office\Office .. Microsct Office Clickto-Run Client  (Verfied) Microsoft Corporation c:\program files'common fles\micros... 06/12/2019 1:39
5] \Microscht\CFfice\Office . Microsaft Office SDX Helper (Verfied) Microscft Comoration e:\program fies («86)\microsct offics... 06/12/2019 1:14
5] \Microscft\Office\Office .. Microsaft Office SDX Helper (Verfied) Microsot Corporation ci\program files {<B6\microsoft cffice... 06/12/2019 1:14
& Microsct\Cfice\Office... Background task for Office fighting s... (Verfied) Microsoft Comoration c:\program files («86)\microsoft office... 06/12/2015 1:15
5] Wicrosct\Office\Office... Background task for Office fighting s... (Verfied) Microsoft Comporation ci\program files {<B6\microsoft cffice... 06/12/2019 1:15
%] \Microsoft\Office’\Office... Office Telemetry Dashboard Agent (0. (Verfied) Microsoft Comoration c2\program files («86)microsoft office... 05/11/2019 15:40
5] \Microsct\Office\Office... Office Telemetry Dashboard Agent (0... (Verfied) Microsoft Corporation co\program files (<6 microsoft cffice... 05/11/2019 15:40
L \Microgoft isual Studio Badkround Downlogd  (Verfied) Microseft Covoration orogrem f jsual.. 29/03/1905 15,43
[48 \Wicrosoft\WWindows\W¥i... Microscht Malware Protection Comma... (Not verfied) Microsoft Corporation c:\programdata‘ microsoftiwindows d... 28/07/1993 11:02
< \Microsoft\Windows\Wi... Micraseft Malware Protection Comma... (Nt Verfied) Microsoft Comoration  c:\programdata'microsoft windows d... 28/07/1983 11:02
48 "Microsoft\Wiindows\W¥i... Microscht Malware Protection Comma... (Not Verfied) Microsoft Corporation  c:\programdata‘imicrosoftiwindows d... 28/07/1983 11:02
< \Microsoft\Windows\Wi... Microseft Malware Protection Comma... (Nt Verfied) Microsoft Comoration  c:\programdata‘microsoft windows d... 28/07/1983 11:02
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