D'YIN'XY? Dnan

CYBER SCHOOL




D'VIN'N? NIARN
(DFIR-7 N12N)

Windows

emd DN NYIDT e .
Forensics

Network

[IN2'T NINY smmd LINUX FOrensics gumme

v
\ DT NiN' —> 12 DP'NY

Forensics

oMipn 7170n

<5

CYBER SCHOOL



Nn'222 M'poO

Nniv'wi 0'22,02'20Nn 2v1,DFIR 01001 'R ,DFIR 2V TN
D'NAIN ,VN'N? NIAIAN 702 [22N7 'N TR71,90102 .12 D'YINY
.Windows DFIR nT1avun |'2n7 7'N1,UTN NNDLAX 7Y D''0'D]

D'0J11 MTan DFIR-7 N12N

CIA-N nwow VIN'N? NIARN [120N
NNDLAN 71V9N TN DFIR 2w 1'2nnn
D'VIN'N7 NAIN N1ON DFIR 2w 0220 N2

N3V N1an DFIR-A win'w w'nn

ION INXY? DIP'Y NN DFIR Nn2'20

YV V. .V VYV VYV V VY
YV V. .V VYV VYV V VY

GRC nin'sn DFIR 'w'nIn

<5

CYBER SCHOOL



CYBER SCHOOL

1 y'w
D'VIN'X7? NAIAN

DFIR-7 NXIan



DFIR

LN NN 120 napnn nypn = DFIR
.2"0 Napnn NNN artifacts nina — DF

.NNDAN NXNA NP WK NI2IVa Vi = IR

<5

CYBER SCHOOL




Digital Forensics

122N ,0MINLPINRN 01NN 22 QORI N9'wN >
.DNINX DNT? IN NIWY

TNN 12V 'WANR DM NERIIINY . >

<5

CYBER SCHOOL




n11AN AT NN

?(IR) D'VIN'N?

.N9PNN IX NNDAN NXMA TA NITTINNNL 2101

.DIP'wn 2w Ni2unl pran NNNan

<5

CYBER SCHOOL

\



DF Vs IR Vs TH

B

Digital Forensics Incident Response Threat Hunting
D'WIN'X7 NAIAN D'NI'N NN'XN
NOPNNN INKY NoOpPNNN N1 [Nt 72
NI'KY NIX'XN D'"T'NY D'PTI YN N7 D'NI'N NR'XN
NNIN
NYII NN NYII NOXRN NYII NIXRN
SOC-23nm SOC-22 nm SOC-23nm

<5

CYBER SCHOOL




W INTA Y
DFIR

NapNNN NN DF n'jpn
IR 120N
72" NapNN IR N3N vIx2

N9PNNN 192 NIV X IR nan -~
.D'WTIN 6 NIN N9PNN NN UNINRN ntn o~
IR 77nna qoNaw vTn v qpnon DF -

<5

CYBER SCHOOL




CYBER SCHOOL

D'VIN'X7? NAIAN

(IR) yin'x%7 niiaan j1aon



1ININ NNY

?IR D1NY

LpYann? DNN Vi1 omiex 2207 ' >
012 T2 DINAYI

NIIPY NMNX DPNWN? [INN? 1TV2 12 -
N9

<5

CYBER SCHOOL




2% NINIMNN

D'WYIN'N? 20N

D'217UW DMYAaN NNDAN "1P'7 012'01 NDUN
.N9pPNN? 2'an?

VUT'N NA'ONI NI'IRNXIDIA NIMITT NIAIM DT
DF-n nux ' %u NNI'Y

.0112'0 NDWA NINYITIX'T NN'TN NPTa UXa

<5

CYBER SCHOOL




.N2IL IR N1aN NN N2xm IR-? nnann

J1DA7T N'WA 727 Navn [N N2IL NNON

J1N2NN 'A%W MNK AIpY7 1K IR-N Ny

N72N |122,011121 DA?W 217372 N2MX 112NN
.(eradication) 7210'nI (containment)

<5

CYBER SCHOOL




CYBER SCHOOL

D'VIN'X7? NAIAN

DFIR-n 7'70n



VyTmn np'1a Artifacts ninn
qQONIW DIvN
nIT
NIaponNn

NI NQ'ON

<5

CYBER SCHOOL




DF 7w nin"an "alo

(Dead Analysis) nn NNt
.0"12] D'AYNN NN~
.0'DAIYN D212 7V NIN1 21727 712
(Live Analysis) 'n niNn
.0'2019 D'awNN NINY | |_|\/E
T119 NN NL'Y X7 0T ,N120

<5

CYBER SCHOOL




- NINLN
Artifacts

¢ ®

Artifacts
T D'NI XD

@ % e

7V DX D'2'70N [1NLN 1IN3

\\




Domains 7w DF

NwM21 Forensics P
T NAIVA MIAVN 2V D1IN1 NO'ONA Tpnnn m
JIRN TN ¢
NINN2A Forensics
N2 ,0'NINNY? D'UAIIN D12IN1 NQ'ONXA Tpnnn
JN2TIN 0¥

<5

CYBER SCHOOL




NI [N

N'2INY ,NAN IN NUNY ,NINIW 12T 70 = bawn N1l
0 NNy

121 02200 ,0'N%ap , NI niniwn = DF-2

<5

CYBER SCHOOL




& Autoruns - Sysinternals: www.sysinternals.com

File Entry Options Help

HEREAXE  fe

L 1

2 Everything 8 Logon [ Explorer @ Internet Explorer () Scheduled Tasks %3 Services &) Drivers Codecs [ BootExecute [ tmage Hijadks (%) Appinit (8] knownDLLs @ winlogon &% Winsock Providers <33 PrintMonitors ¥ LSA Providers & NetworkProviders @ wvr ]| office

Autorun Entry

B Acrobat A...
BB Adobe A...
D& adobe Cr...
B % Dropbox
¥ @KeePass ...
U ® Kraken05...
D @ GfinderPro
D © Razer Sy...
¥ B syndavaU...
& Truelmag...

vmware-ir...

B com.squir...
U Docker D...
¥ B Fences
Be GoogleC...
8o GoogleDr...
= ,JetBrains
21 kpm.exe
B ® NordvPN
¥ ® OneDrive
B9 OPENVP...
D ¥ Outlook G...
¥ € yTorrent
D WindowG...

= nAn\,'Desk.I...

Description

AcroTray

Adobe Reader ...
Adobe Creative...
Dropbox
KeePass

Razer Kraken 7...
Qfinder Pro
Razer Synapse
Java Update Sc...

Fences Settings
Google Chrome

JetBrains Tool...
Kaspersky Pas...
NordVPN
Microsoft OneD...

UTorrent
WindowGrid

Publisher

(Verified) Adob...
(Verified) Adob...
(Verified) Adob...
(Verified) Drop...

(Verified) Open...
(Verified) Razer..
(Verified) QNA...

(Verified) Razer..
(Verified) Oracl...
(Verified) Acron...
VMware Tray P... (Verified) VMw...

# HKCU\SOFTWARE\MicrosoftWindows\CurrentVersiom\Run
(Verified) Slack...

(Verified) Stard...
(Verified) Goog...
(Verified) Goog..
(Verified) JetBr...
(Verified) Kasp...
(Verified) TEFI...
(Verified) Micro...
(Verified) Open...

(Verified) BitTo...
(Not Verified) w...
= C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup
(Verified) phila...

Image Path

c\usersi\lionk\a...
File not found: ...

c:\program files...
c:\program files...
. c:\program files...
c\users\lionk\a...
c:\program files...
c:\program files...
c\users\lionk\a...
c:\program files...
File not found: ...

c:\users\lionk\a...
c:\program files...

c:\program files...

Timestamp

# HKLM\SOF TWARE\Wow6432Node\MicrosoftWindows\CurrentVersi29/10/2019 14:31
c:\program files...
c:\program files...
c:\program files...
c:\program files...
c:\program files...

.c\program files...
c\program files...

.c\program files...

c\program files...

c\program files...
c:\program files...

28/03/2017 14:50
23/11/2016 9:28
13/09/2018 11:32
17/12/2019 21:28
10/09/2019 11:24
08/09/2016 7:59
19/09/2019 10:29
28/09/2018 4:57
16/12/2018 7:51
23/09/2019 9:29
17/09/2019 4:03
06/11/2019 17:20
13/12/2016 21:53

25/05/2018 7:37
06/12/2019 23:30
01/01/1970 2:00
21/10/2019 17:00
02/12/2019 14:25
01/10/2019 15:28
08/11/2019 0:48
01/01/1970 2:00

30/09/2019 21:14
17/05/2016 13:19
18/07/2019 8:51

18/11/2019 20:16

VirusTotal

Ready.

.startup-7 DMIR'NXIVIA NINIPNA VIR TX NIVTI'Y N2 |0 Autoruns  ~

JIYNNN N2ITT N212IM7 2R N2 Ni2i Startup nnam o~

.registery keys-aI nITIVT NIPP'MA NINXAA Startup N2 -~

| Signed Windows Entries Hidden.

NI'NY7 NNAIT
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Windows-1 DX JnIN,|1I'M"a 22 2w NINAa TIp qOIN
.Linux-1 D2l
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DN 'qi'7a"

(Data Carving)

Bulk Extractor
.0'¥2N N2YN N1AN1 WNNWN? 121 0'¥2p 1ThY7 n0IN

|
AN7? nwnwn XN ,Carving N2 X2 1T NN 011
.raw 2XN1 021N |'"U? ' BIN
®
PhotoRec

.N'TN NP 2V v Tpnnnw mnxiy Carving 72
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e HxD - [C:\Users\LionK\Desktop\schema.drawio] — O X n | ] In J " t] II7 |A "
" & File Edit Search View Analysis Tools Window Help - & x
AR RATIE B-NE RN |Windows(ANSl) |heu D t C A
| schema.drawio Special editors b a a a rVI ng
Offset(n) 00 Ol 02 03 04 05 06 07 08 09 ORA OB OC OD OE OF Decoded text * | Data inspector

00000000 3C €D 78 €6 €9 6C €5 20 68 €F 73 74 3D 22 77 77 Emxfile host="ww = 00111100

00000010 77 2E 64 72 61 77 2E €9 6F 22 20 &D 6F 64 69 66 w.draw.io” modif L :

00000020 €9 65 €4 3D 22 32 30 31 38 2D 31 32 2D 30 35 54 ied="2019-12-05T Int8 60

00000030 31 35 3A 34 39 3A 32 31 2E 34 33 37 5 22 20 61 15:49:21.437Z" a Ulntg 60

00000040 &7 65 6E 74 3D 22 4D 6F Th 69 6C 6C 61 2F 35 2E gent="Mozilla/5. Int16 27964

00000050 30 20 28 57 69 6E €4 €F 77 73 20 4E 54 20 31 30 0 (Windows NT 10 Uint16 27964

00000060 2E 30 3B 20 57 69 6E 36 34 3B 20 T8 36 34 29 20 .0; Winé4; xe4) Int32 1719168316

00000070 41 70 70 6C &5 57 65 €2 4B 69 T4 2F 35 33 37 2E  AppleWebKit/537.

00000080 33 36 20 28 4B 48 54 4D 4C 2C 20 6C 65 6B 65 20 36 (KHIML, Llike Ulnt32 1719168316

00000090 47 €5 63 €3 6F 20 20 43 68 72 6F €D 65 2F 37 37 Gecko) Chrome/77 Intb4 2334351181808004412

000000RO 2E 30 2E 33 38 36 35 2E 39 30 20 53 61 €6 &1 72 .0.3865.90 Safar Ulnte4 2334391181808004412

000000BO €9 2F 35 33 37 IE 33 36 22 20 65 74 61 7 3D 22 i/537.36" etag=" AnsiChar / char8_t <

000000CO 37 78 4B 5R 64 76 6C 78 SF 65 58 50 7A 39 57 43 7TxKZdvlx eXPzSWC WideChar / char16 t =

000000D0 51 49 72 42 22 20 T6 €5 T2 T3 69 &F €E 3D 22 31 QIrB" wversion="1 .

0O00OOED 32 2E 33 2E 37 22 20 74 79 70 65 3D 22 67 6F 6F 2.3.7" type="goo UTF-8 Codepoint < (U+0030)

00000OFD 67 6C 65 22 20 70 61 €7 65 73 3D 22 31 22 3E 3C gle™ pages="17s< Single (float32) 2.93200476577837E23

00000100 €4 €9 €1 €7 72 61 €D 20 €E €1 &D €5 3D 22 50 61 diagram name="Pa Double (floated) 1.27826910364496E-152

00000110 &7 €5 2D 31 22 20 69 &4 3D 22 39 37 38 31 36 30 ge-1" id="879160 OLETIME 30/12/1899

00000120 34 37 2D 64 30 64 65 2D 38 39 66 35 2D 30 38 30 47-d0de—-89£5-080 FILETIME 23/05/3998 15:29:40

00000130 &4 2D 34 39 66 34 64 38 33 65 35 32 32 66 22 3E d-49f4d83e522f7> DOS date 28/00/2034

00000140 37 56 31 62 64 39 Tl 36 45 76 34 31 50 4D 4B 7% 7TV1bd9géEv41PMKy :

00000150 72 44 76 39 6D 4% 76 5S4 37 44 51 39 54 62 72 33  rJIvemHvITDOSTbr3 DOS time 13:41:36

00000160 62 6C 2F 4F 55 73 43 41 47 32 50 6E 47 45 4B 54 bl/0UsCAG2PnGEKT DOS time & date 24/03/2031 13:41:56

00000170 2F 50 70 6L 47 T8 T4 73 61 52 49 4D 53 41 35 51 /PpiGxtsaRIMSASQ time_t (32 bit) 23/06/2024 18:45:16

00000180 36 47 &F 57 43 43 50 62 2B 72 36 52 5h 65 59 7L  6GoWCCPb+réRZIkYz time. t (64 bit) Invalid

00000190 34 78 58 2B 47 54 31 66 T8 4F 4& T2 65 42 33 31  4xY+GT1Ex0JxeB3l GUID 166786D3C-6C69-2065-686F-7374

000001R0 76 4B 42 &C 57 37 33 €E 46 6L 35 74 32 54 61 78 vEBIWT3nF35t2Tax :

000001BO 47 4F 2F 51 35 45 33 61 39 6 4A 72 51 35 61 44 GO/QSE3a93JrQsaD Disassembly (x86-16) cmp al, S0D0000GD

000001CO SA 79 32 44 32 4F 2F 6C €2 59 75 47 57 2F 2F 56  Zy2D20/1bYuGW//V Disassembly (x86-32) cmp al, 500000060

000001D0 4B 77 37 4D 57 35 2F 32 6E 6L 65 75 48 44 69 4L Kw7MWS/8njeuHDid Disassembly (x86-64) cmp al, 500000060

000001EQ 6F 6D 44 9 50 31 59 62 75 31 45 59 5 74 31 4L omDiPlYbulEYetld

000001F0 70 55 33 45 63 66 53 37 65 6C 67 2F 43 71 70 6E pU3EcESTelg/Capn

00000200 66 52 51 44 54 32 6D 34 37 59 T1 €7 61 43 33 75 FRODT2m47YggaC3u Byte order

00000210 49 47 33 2F 78 2B 39 4E 68 6E 6B 37 59 75 37 69 IG3/x+9Nnnk7Y¥u’i (@) Little endian ) Big endian

00000220 €9 30 2B 65 50 72 &R €D 4R 33 64 73 50 76 T6€ 69 i0+ePximI3dsBvvi

00000230 58 EE 51 66 42 EE 48 30 46 4F SA 6E 62 4FE 6D 34 XnQEfBnHOFOZnbNma » | L] Show integersin hexadecimal base

Offset(h): 0 Chverwrite

<
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= Windows Sysinternals - Windc X +

O | & htt

©- e

B Microsoft |

Home
» Learn
~ Downloads
Downloads
> File and Disk Utilities
> Networking Utilities
> Proces
> Security Utilities
em Information
> Miscellaneous
nternals Suite
Community
Software License Terms

Licensing FAQ

- Download PDF

.0'2'2nN 11LINI (process explorer) 0'2'20N 1IN 07712 Sysinternals 172

s.microsoft.com a - ww YInD o @ & &
Learn Downloads Community
1 Boo rk ¢ Edit 2 Share 3¢ Theme
Is this page

Windows Sysinternals N

19 = 5 minutes to re [ 1 L R

The Sysinternals web site was created in 1996 b 3 h to host his
advanced system utilities and technical information. Whether you're an IT Pro or a
developer, you'll find Sysinternals utilities to help you manage, troubleshoot and

diagnose your Windows systems and applications.

* Read the official guide to the Sysinternals tools, Tr

Watch Mark's top-rated

presentations and other webcasts

Read M Blog which highlight use of the tools to solve real problems
Check out the Sysinternals i

Post your questions in the Sysint orum

Sysinternals Live

Sysinternals Live is a service that enables you to execute Sysinternals tools directly
from the Web without hunting for and manually downloading them. Simply enter
a tool's Sysinternals Live path into Windows Explorer or a command prompt as

live.sysinternals.com/<toolname> or \\live.sysinternals.com\tools\<toolname=.

You can view the entire Sysinternals Live tools directory in a browser at

SNuna' nown 2w 0nnnn mMipn Kin DR aiwn Q%Y

.Sysinternals 22 NiIvxXNN21 NNT NIWYU7? NI ,Windows-21
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N1 Forensics

'"DLO NINY — Wireshark
1T271 122w 011N2 2V 2v19

NetworkMiner

NINM 2V "WNN artifacts AThW 2V NIr Tpnnn
.021pInNa

-7 7710277 N RID,NAPNNN 197 1IN X2 NYAN NIP'A DR~
(MA) n2'1%w artifacts
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.D'10n 'TIV" NIN1IY
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DFIR-2 win'y w'nan



Nna'"T1 - DF 'axn
D"IN)

=

Computer

Memory Dump

.3,
Drive Clone Logs \

[~}
)

Metadata Evidence

%

AMp N9TY NaIn? ' DF-awnnwn? N -~

,NNNON NN 2V 0N I 0NApY N7 212 oNap gt -
.IpNN1 DN DX 17'aN
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® QPhotoRec - O X

PhotoRec 7.2-WIP, Data Recovery Utility, December 2019

Copyright (C) Christophe GRENIER <grenier@cgsecurity.org>
https:/fwww.cgsecurity.org

PhotoRec is free software, and comes with ABSOLUTELY NO WARRANTY.
Please select a media to recover from

| = Disk \\.\PhysicalDrive0 - 480 GB / 447 GiB (RO) - SanDisk 55D PLUS 480 GB, 5/N:174816802869 |
/| Flaas |  Twe | FileSystem |  Size | Label |
D Unknown 480 GB / 447 GiE [Whole disk]
1 P EFISystem 314 MB / 300 MiB
2 P Linuw Swap 1768/ 16 GiB
3 P Linufilesys. data 462 GB / 430 GiB
ile Svstem tvp
Pﬁ ext2/ext3/ext4 filesystem € Free: Scan for file from unallocated space only
@ FAT/NTFS/HFS+/ReiserFs/... © Whole: Extract files from whole partition

Please select a destination to save the recovered files to.

|

< About = File Formats > Search I# Quit |

.0'01N2 NN2NA X? [212N D'pPNNAIW DN >

JIUTNI NN NIYXAND DNIN ITNWY [N NiIaNp 0'n'u? >

.D0'X2pN N2WwNY NWA2 2210 022122 Niimn NNa? 0712 PhotoRec na o7~

<
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C:\Users\JohnD\Desktop>exiftool Photo.jpg
:11.80
: Photo.jpg

ExifTool Version Number
File Name

Directory

File Size

File Modification Date/Time
File Access Date/Time
File Creation Date/Time
File Permissions

File Type

File Type Extension
MIME Type

JFIF Version

Red Tone Reproduction Curve
Technology

Viewing Cond Desc
Media White Point
Profile Copyright
Chromatic Adaptation
Image Width

Image Height
Encoding Process

Bits Per Sample

Color Components

Y Cb Cr Sub Sampling
Image Size

: 78 kB

:2019:07:24 09:49:41+03:00
:2019:12:22 18:39:08+02:00
:2019:12:22 18:39:08+02:00
D TW-rw-rw-

: JPEG

:jpg

: image/jpeg

:1.02

: (Binary data 2060 bytes, use -b option to extract)
: Cathode Ray Tube Display
: Reference Viewing Condition in IEC 61966-2-1
:0.9642 1 0.82491
: Copyright International Color Consortium, 2009
:1.04791 0.02293 -0.0502 0.0296 0.99046 -0.01707 -0.00925 0.01506 0.75179
628
: 960
: Progressive DCT, Huffman coding
: 8
13
:YCbCr4:2:0 (2 2)
: 628x960

wUnnwnnn nMnoinwy Metadata 0'2712 0'xap
.NN7XN DIP'MI A7 VA2 VTN 72'2n7 n212' Metadata

.MPN? ATUZ1178 DRINI NIX XNP7 01712 exiftool 1n2 072 c
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?EXIF AT NN

|NTN NNIEL,NN?XNN DAT,GPS 7w NILAITIRIp 77212
.N2IX NAMN 12 p1mmn

JIINN TN 1IN TWRD ,NNID 12 WNNwn? [Ni
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Hashing

STIND NXI9] 'IN'T ND'Y

.0"aIX9D DX 7W NINTA DX NNN? N210!
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2 NTAUN

nN'Yvnn
N2'227 Iwniw 0nw NN USB 312 7¥ nTiwn Nainnn 0'¥1p 11Ny
Uyt =y naT MmN
DIN2
1YW NPT 20-30 X
.USB niainnn ow~ap tnw »
20N UTNN DX DIMNIN DAY N2IN o~
.metadata-I1 EXIF nx y72n >~
.9'2TNN YW NINTN MR XN~
DY DY D'y
hashmyfiles-x64.zip > NTaun Jnon PhotoRec
exiftool-11.81.zip » Evidence.zip » Exiftool

testdisk-7.2-WIP.win.zip > Hashing n1in
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CAINE - Computer Aided INvestigative Environment
.Live Forensics-1 VT NAWN 112V 1p'vl wnwn

REMnux
112V Ywnnn forensics-? N2WN2 'yl wnwn
N7 2w artifacts

JI'M"921 0'amal Linux Yu nroolan forensics-n 231N »
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g ? & ® & @ ©® % @ = B

.FlareVM pvampon nivxnxa DF n21ao? nirn? 1907 212! Windows

.0'2 RE-I MA 22 1'Tani |'phn banpon
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SIFT
Workstation

.DF-2 Tui'nn “2x1011 Debian 2'wan Nin SIFT
.DF-n DInNn2a 2'ain 1om ,SANS ' 2V nNI9

RN TR OVA-2 unn
c
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caine@caine:~$ l

.Live USB 7Inn n7viaw nxan x'n Caine
.RAM-n 71NN 0712 YIN? N?212'0 X' 072w 1NR'vn 2NN

JINN N1 forensics NAWN MYAaNn 1T N11ON -
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22 NN

Live USB

.Forensics-7 022 N2 722 %w 11'n pn

\\

.Live Forensics-1 VT'n NAwnN7? wnwn
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[ NirLauncher - NirSoft Utilities = m} X [ )
File Edit View Options Launcher Packages Help N I r S O ft

Password Recovery Utilities Network Monitoring Tools J Web Browser Tools I Video/Audio Related Utilities I Internet Related Utilities ]

Command.Line Utilities | Desktop Utilities | outiookioffice utities | ProgrammerTools | Disk Utilities | Lau ncher
System Utilities | Other Utilities | Al Utilities |

Name Description Version Updated On  © Web Page URL
14 Wireless Key View recovers lost wireless network keys (WEP/WPA) st...  2.10 22/12/2019 20:33:00 https://www.nirsoft.net/utils/wireles
WebBrowserPassView Recover lost passwords from your Web browser. 1.92 22/12/2019 20:33:00 https://www.nirsoft.net/utils/web_br
[ VNCPassView Recover the passwords stored by the VNC tool. 1.05 22/12/2019 20:32:59 https://www.nirsoft.net/utils/vnc_pa
& VaultPasswordView Decrypts passwords stored in Windows Vault 1.08 22/12/2019 20:32:59 https://www.nirsoft.net/utils/vault_p)
[®] RunWithoutElevation RunWithoutElevation 1.00 22/12/2019 20:32:56 https://www.nirsoft.net/utils/run_wi
gRemote Desktop PassView Reveals the password stored by Microsoft Remote... 1.02 22/12/2019 20:32:56 [ https://www.nirsoft.net/utils/remote,
PstPassword Recover lost password of Outlook PST file. 1.20 22/12/2019 20:32:56 https://www.nirsoft.net/utils/pst_pas
e PCAnywhere PassView Reveals the passwords of pcANYWHERE items. 112 22/12/2019 20:32:55 https://www.nirsoft.net/utils/pcanyp
& PasswordFox View passwords stored in Firefox Web browser. 1.60 22/12/2019 20:32:55 https://www.nirsoft.net/utils/passwq
‘OpenPassz Password recovery tool for Opera Web browser. 1.10 22/12/2019 20:32:55 https://www.nirsoft.net/utils/opera_j
TR Network Password Recovery Recover network passwords on Windows XP/2003... 1.50 22/12/2019 20:32:55 https://www.nirsoft.net/utils/networ|
mMessenPass Recovers the passwords of instant messenger pro... 143 22/12/2019 20:32:54 https://www.nirsoft.net/utils/mspassg
@ Mail PassView Recovers email passwords 1.90 22/12/2019 20:32:54 https://www.nirsoft.net/utils/mailpv.
LSASecretsDump Dump the LSA secrets from the Registry. 1.21 22/12/2019 20:32:54 https://www.nirsoft.net/utils/Isa_sec|
=3 LSASecretsView displays the list of all LSA secrets stored in the Re...  1.25 22/12/2019 20:32:54 https://www.nirsoft.net/utils/Isa_sec|
‘IE Pass View Recover passwords stored by Internet Explorer (Ve... 141 22/12/2019 20:32:54 https://www.nirsoft.net/utils/interne
i HTTPNetworkSniffer Captures and displays HTTP requests/responses. 1.63 22/12/2019 20:32:53

‘ EncryptedRegView Scans the Registry and decrypts the data encrypt... 1.03 22/12/2019 20:32:51 https://www.nirsoft.net/utils/encrypf
sDialupass Recovers Dial-Up passwords in all versions of Win... 3.61 22/12/2019 20:32:50 https://www.nirsoft.net/utils/dialupa
49 DataProtectionDecryptor Decrypt DPAPI-encrypted data of Windows. 1.10 22/12/2019 20:32:50 https://www.nirsoft.net/utils/dpapi_
&% CredentialsFileView Decrypts Credentials files of Windows. 1.07 22/12/2019 20:32:50 https://www.nirsoft.net/utils/credent
& ChromePass Password recovery tool for Google Chrome Web ... 146 22/12/2019 20:32:50 https://www.nirsoft.net/utils/chromg
E=lBulletsPassView Reveals the passwords stored behind the bullets. 1.32 22/12/2019 20:32:50 https://www.nirsoft.net/utils/bullets |
< >
&7 Run ?9 Advanced Run @) Web Page @ Help File & WebSearch 4 Package & Package
24 Utilities, 1 Selected NirSoft Freeware. http://www.nirsoft.net
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