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Kali Linux & n'2x8107'1 n21on mapnn
DT 0NN wnwnw Kali Linux 2019.3 VM 2w nwTn NIOXRIDAYT NAIDN 1IN e

.Windows 10 7¥ napnnn 172 NIKINN NN 2IpY7 N1

Hash nxa% 12 Rainbow Nn7101 win'w
.rainbow N710 NapPNN NIYXNANA [ININ hash-n N Nxa7 vt

74765968c67007219b197f4d9aafbde2

apt install rainbowcrack:nTIpan niwxnxa rainbowcrack 'pnin? w1

Applica.. ¥ Places ¥ [ Terminal ¥ Wed 01:04

root@kali: ~

File Edit View Search Terminal Help
:~# apt install rainbowcrack]]
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:N2N NTIP9N 122N NIVXAR] D901 nw'w 0V md5 v rainbow N2a0 X v 2
rtgen md5 numeric 1 6 0 1000 4000 0

.rainbow N710 NX'"? NWNWNN NMINI'AN NNINN - riget

.hash-n 210 - md5

.DN90N NIN 117W MpNaY 12 WNNYN? YWY DNINN 7VN - numeric
.NN0'0N 2w HYnnmn MiINN - 1

.NND'0N YW 1N'0pNN MINN - 6

210 LOPL Y7 hash W NanNN NIYW'NN ANXPITIN NP -0
JXI'MY Mwawin NI - 1000

XII'Y NINMWIYN 190N - 4000

.(1,17%w Mmpna) rainbow-n N720 P2INN 0¥ NN27 -0

Applica.. ¥ Places v [ Terminal ¥ Wed01:06 "

root@kali: ~

File Edit View Search Terminal Help

:~# rtgen md5 numeric 1 6 © 1000 4000 0O
rainbow table md5 numeric#1-6 0 1000x4000 O.rt para
meters
hash algorithm: md5
hash length: 16
charset name: numeric
charset data: 0123456789
charset data in hex: 30 31 32 33 34 35 36 37 38
39
charset length: 10
plaintext length range: 1 - 6
reduce offset: 0x00000000
plaintext total: 1111110
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rtsort NTIP9N MTVA rainbow-n N721D NX |'M7 Wt
v  Places ¥ Terminal ¥ Wed 01:08 w o

root@kali: ~

File Edit View Search Terminal Help
:~# rtsort
./md5 numeric#1-6 0 1000x4000 O.rt:
7319080960 bytes memory available
loading data...
sorting data...
writing sorted data...

C~F#
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.rcrack '22n mtwa hash-n nx nxa? v 4
shared clipboard-2 wnnwn? wr ,VM Kali Linux -2 hash-n nX p'Mun? 72 :nvn
Kali Linux 2 napnnn 11102 aximn

Applica.. ¥ Places ¥ [:] Terminal ¥ Wed 01:10

root@kali: ~

File Edit View Search Terminal Help
:~# rcrack . -h 74765968c67007219b197f4d9aatb4e2
1 rainbow tables tound
memory available: 5854642176 bytes
memory for rainbow chain traverse: 16000 bytes per hash, 16
000 bytes for 1 hashes
memory for rainbow table buffer: 2 x 64016 bytes
disk: ./md5 numeric#1l-6 0 1000x4000 O.rt: 64000 bytes read
disk: finished reading all files
plaintext of 74765968c67007219b197f4d9aafb4e2 is 9952

statistics

plaintext found:
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