nXpP NTI NNDAR

OIN'I-'DAN N'XP'9XR NPV
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.D'0INT 0N N7VaN 'Nalp NIWXNINA VirusTotal 'p1o MmN pnnnin’ T2 'an?

VIn nt

nipT 40-60

nTivn N1'a0 %

VirtualBox <
Windows 10 <
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nTivn nNn'vwn

Windows napnn
NTaVUN? nnIX 12'an,VirtualBox-2 Windows 10 VM N'2RID' D210 1NN IT NR'wnNa
.17 DIITUN NN INAYNI

7Y nWTN NY72RIDY N21ION NMIpnn? Windows 10 7w nipnnn MTnmawnnwn? e 1

.MIN NI9oIn oV Windows
IV NN NINAGY? 72 OK 2V vIn%71 gpedit.msc |'Tn? ,Windows + Rwpm 2u yin?72 w2

JMIpmn NIXM[|pn NN

4 Run X

. Type the name of a program, folder, document, or Internet
==  resource, and Windows will open it for you.

Open: l gpedit.msc v

Cancel Browse...
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Computer Configuration = Administrative Templates > Windows 2nvim%wr 3
Components 2 Windows Update

077-7781383 | 7x'n1> ,7 Nin'7'x ,n"ya 7170 120 © nnmw nirdT 7D

1=/ Local Group Policy Editor - O X
File Action View Help
e @z Hm T
] Windows Customer Ex A || Setting State A
’ * Windows Defesider . Do not display 'Install Updates and Shut Down' option in Sh... Not configured
’ . w:::szvz IE{::;'I::erportl Do not adjust default option to 'Install Updates and Shut Do... Not configured
‘ T ——— Enabling Windows Update Power Management to automati... Not configured
‘ Windows Mail Always automatically restart at the scheduled time Not configured
: Windows Madia Cente Configure Automatic Updates Not configured
“1 Windows Media Digita Specify intranet Microsoft update service location Not configured
| Windows Media Playei Defer Upgrade Not configured
1 Windows Messenger Automatic Updates detection frequency Not configured
1 Windows Mobility Cer Do not connect to any Windows Update Internet locations Not configured
~] Windows PowerShell AIIow non-administrators to receive update notifications Not configured
| Windows Reliability Ar Turn on Software Notifications Not configured
> [ Windows Remote Mar Allow Automatic Updates immediate installation Not configured
~| Windows Remote Shel Turn on recommended updates via Automatic Updates Not configured
~| Windows Update No auto-restart with logged on users for scheduled automat... Not configured
) “] Work Folders Re-prompt for restart with scheduled installations Not configured
i All Settings [E] Delay Restart for scheduled installations Not configured
v U'ser Configuratinn [E]Reschedule Automatic Updates scheduled installations Not configured
’ — Software Settlngs Enable client-side targeting Not configured
? — Wmdnn:s Se.ttmgs Allow signed updates from an intranet Microsoft update ser... Not configured v
> [ Administrative Templates < >
< > Extended }\Standard/
19 setting(s)
-4 TNy - el
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D107V N1Tan) Configure Automatic Updates 2V n2192 nx'n% yin%7? wr

.(o"onivix
(= Local Group Policy Editor - O X
File Action View Help
Lol AR 1aNETN 7 Ho:H 4
1 Windows Customer Ex A Setting State A
¢ -J wn:ows EDefen:er . Do not display 'Install Updates and Shut Down' option in Sh... Not configured
g ‘J w!ndows | r:r" padt Do not adjust default option to 'Install Updates and Shut Do... Not configured
j W::dz:: L’; :)ne:) o Enabling Windows Update Power Management to automati... Not configured
8 Windows Magil g Always automatically restart at the scheduled time Not configured
B8 Windows Media Cente 8 Configure Automatic Updates Not configured
1 Windows Media Digita Specify intranet Microsoft update service location Not configured
] Windows Media Playe: Defer Upgrade Not configured
] Windows Messenger Automatic Updates detection frequency Not configured
"] Windows Mobility Cer Do not connect to any Windows Update Internet locations Not configured
] Windows PowerShell Allow non-administrators to receive update notifications Not configured
] Windows Reliability Ar []Tum on Software Notifications Not configured
> 1 Windows Remote Mar B Allow Automatic Updates immediate installation Not configured
P 9
[ 1 Windows Remote Shel Turn on recommended updates via Automatic Updates Not configured
__| Windows Update [E]No auto-restart with logged on users for scheduled automat... Not configured
) (] Work Folders Re-prompt for restart with scheduled installations Not configured
“iy All Settings Delay Restart for scheduled installations Not configured
vid U.ser Conflguratl?n [E]Reschedule Automatic Updates scheduled installations Not configured
’ J So.ftware Settlr\gs Enable client-side targeting Not configured
> —J Wlnd'ow'/vs Se.ttlngs Allow signed updates from an intranet Microsoft update ser... Not configured v
> [ Administrative Templates < >
< > Extended )\Standard /
19 setting(s)
-5TInV -
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.OK 2V |an N1 Apply 7V YIn77 ,Disabled-? nnwakn nxymin7wr 5

& Configure Automatic Updates O X

[F] Configure Automatic Updates DIt Next Setting

O Not Configured ~ Comment:

(O Enabled

(® Disabled

Supported on: [ \indows XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3
Options: Help:

Configure automatic updating: Speciffes whether this computer will receiv_e security updatgs and | A
other important downloads through the Windows automatic
updating service.

The following settings are only required and Note: This policy does not apply to Windows RT.

applicable if 4 is selected.
This setting lets you specify whether automatic updates are
enabled on this computer. If the service is enabled, you must
select one of the four options in the Group Policy Setting:

Install during automatic maintenance

Scheduled install day:
2 = Notify before downloading and installing any updates.

Scheduled install time: ; When Windp)NS finds updates that apply to this computer,

users will be notified that updates are ready to be downloaded.

After going to Windows Update, users can download and install
any available updates.

3 = (Default setting) Download the updates automatically
and notify when they are ready to be installed

Windows finds updates that apply to the computer and

JRZnn N nIkno?2 e 6
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D' 'IN'T
.DMITT D'NAP ANTA 210 D'XAPD DT NN PITA? WL IT Nniwna

niNa?i Windows Defender niw''n nx wan? ,Windows 2w 2no0n 2u yin?2 vt 1
ANIN

Recycle Bin

Egﬂ Windows Defender
Y
Desktop app

Windows Defender settings
System settings

Web

£ windows defender

£ windows defender antivirus

£ windows defender download
windows defender spyware
windows defender update
windows defender smartscreen

windows defender advanced threat
protection

windows defender security center

S8 My stuff

9:56 PM
Windows Defender AR O E 000

-7 TNV - e

077-7781383 | 7x'n1> ,7 Nin'7'x ,n"ya 7170 120 © nnmw nirdT 7D
CYBER SCHOOL



Settings v yin?7 wr - 2

8 Windows Defender - m] X
PC status: Protected

Your PC is being monitored and protected. Scan options:

v

—_—

@ Real-time protection: On
Scan now
& Virus and spyware definitions:  Up to date

Scan details
Last scan: No scheduled scan performed

-8TINV - :5
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.Cloud-based Protection nxiI Real-Time protection nx nawn? w3

o

¢33 UPDATE & SECURITY | Find a setting

Windows Update . i
Real-time protection

PIEEHIR R This helps find and stop malware from installing or running on
your PC. You can turn this off temporarily, but if it's off for a

Backup while we’'ll turn it back on automatically.

@ D off

Recovery

Activation Cloud-based Protection

Get better, faster protection by sending Microsoft info about
potential security problems Windows Defender finds.

Privacy Statement

For developers

Sample submission

Help us make Windows Defender better by sending Microsoft
malware samples so we can learn about potential security
problems and catch them earlier.

@ on

-9TINV - e
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122 Windows Defender-w X771 [I7nn NX 107 w4

i Windows Defender - m] X

PC status: At risk

Real-time protection is turned off. You should turn it on. Scan options:

@® Quick
OFull

O Custom

€ Real-time protection: Off
Scan now

@ Virus and spyware definitions:  Up to date

Turnon

Scan details
Last scan: No scheduled scan performed

-10 TNV - Cs
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Windows 10 n'2x107110 na1onn 78 ChromeSetup.exe yaip nx pmun? w5
.Chrome [979T NIpNN2a 2'NNNY% T2 yaIpn 2V 02192 nX'NY YIN%71

Recycle Bin

7]

ChromeSetu
P

10:05 PM
A OB 000

.MPNNN N2'NN DX IWaN? 'ma Yes 2u yin?72 v 6

9 User Account Control X

5 Do youwantto allow this app to make changes to your
P

,'_";4' Program name:  Google Update Setup

5’) Verified publisher: Google LLC
File origin: Hard drive on this computer

Show details Yes

Change when these notifications appear

-11Tinv - e
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https://www.eicar.org/?page id=3950 :78 112V7 vt ,|9T9Tn I7n NNa'wa 7

120 XN T2V eicar_com.zip yalpn NN TIIN2100DN 21727 e 8

HTTPS

eicar.com

Download area using the standard protocol HTTP
— Sorry, HTTP downoad ist temporarily not provided. —

Download area using the secure, SSL enabled protocol

eicar.com.txt

eicar com.zip

68 Bytes

68 Bytes

184 Bytes

eicarcom?.zip
308 Bytes

.Choose file 7v yIn771 https://www.virustotal.com/gui/home Y8 wi2A2 v 9

Z VirusTotal X

& C @ virustotal.com/gui/home

FILE

By submitting data below, you are agreeing to our Terms of Service and Privacy Policy. and to the sharing of your Sample submission with the security

community. Please do not submit any personal information; VirusTotal is not responsible for the contents of your submission. Learn more.
| Choose file J|

> ] VIRUSTOTAL

URL

SEARCH

m AP i
(0) Want to automate submissions? Check our AP|, free quota grants available for new file uploads

- @
* 6

ooo
Q990
ooo

077-7781383 | 7x'n1> ,7 Nin'7'x ,n"ya 7170 120 © nnmw nirdT 7D
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.Open 7V YIN771 ,eicar_com.zip 11N17 ,Downloads 7x vin7? wr 10

€ Open
— v ‘ > ThisPC > Downloads >
Organize v New folder

s Quick access
[ Desktop
4 Downloads
/| Documents
&= Pictures
D Music

B videos

@ OneDrive
 This PC

£¥ Network

Name

¢ eicar_com

YR

<

v

() Search Downloads

==t N
Date modified Type

10/4/2020 10:10PM  Compressed (zipp...

File name: | eicar_com

v| All Files

[

Cancel

X
je
(2]

077-7781383 | 7x'n1> ,7 Nin'7'x ,n"ya 7170 120 © nnmw nirdT 7D
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L1171 YaIpn NN DN0N DWIINN 22 bvnaw A7 Dwhr wr 11

= O X
E VirusTotal X +
& C & virustotal.com/qgui/file/2546dcffc5ad854d4ddc64fbf056871cd5a00f2471cb7a5bfd4ac2.. Q@Q v e
>] w - Qa 2~ ® 0
57 O) 57 engines detected this file a
1cd5a00f2471cb7aSbfd4ac23b 184.00 8 2020-10-04 08:45:29 UTC 3
. ZIP
X v
DETECTION  DETAILS  RELATIONS communY &
Ad-Aware \T/ EICAR tF t A Viru AegisLab \'7/ A
AhnLab-V3 () Virus/EICAR Test_F Alibaba 0
Antiy- AVL () TestFile/Win32.EICAR Arcabit (@ EICAR
Avast (1) EICAR Test-NOT Viru Avast-Mobile (@ Eicar
AVG (1) EICAR Test-NOT Viru Avira (no cloud) Q@ Eicar Jnatu @
Baid (1) Win3 E BitDefander 1) EICAR Test F t A Vir M

-14Tinv - -
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1220 NnipnNNN
YA Nt NN “|I|7U'7 D27 "WaNNY NL'Y IVNLN,IT NN'wNA

winrar N1pNn yaip NX Windows 10 VM NXI0MN NN 28 pmun? et 1
.N2192 NX'N7 1'7V YIN71 winrar-x64-591.exe palonn

| |

Recycle Bin

®

ChromeSe...

10:27 PM

A OB 000
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.MPNNN N2'NN DX IWaN? ma Yes v yin?72 w2

0 User Account Control X

5 Do you wantto allow this app to make changes to your

PCZ

Program name:  WinRAR archiver
1 Verified publisher: win.rar GmbH

File origin: Hard drive on this computer

Show details Yes

Change when these notifications appear

Install 2v yin?71 napnn? 2Thnn nnaamaawnnwn? w3

n WinRAR 5.91 — X
: RARLAB" Copyright © 1993-2020
: <5 o ® by Alexander Roshal
== WinRAR
Destination folder
| v|| Browse...

This is a trial version of WinRAR archiver. Anyone may use it during a
test period of 40 days. |

PLEASE CAREFULLY READ THE LICENSE AGREEMENT BELOW
BEFORE CONTINUING THE INSTALLATION PROCESS.

END USER LICENSE AGREEMENT

The following agreement regarding RAR (and its Windows version - WinRAR)
archiver - referred to as "software” - is made between win.rar GmbH - referred
to as "licensor” - and anyone who is installing, accessing or in any other

If you agree to the END USER LICENSE AGREEMENT (EULA), please dick [Install]. If you do not
agree, please dick [Cancel].

Cancel

-16 TNV -
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.OK 2V yIN921 [nw 192 nNN1N DIMMwann NN IRwN? v 4

WinRAR Setup
Associate WIinRAR with
RAR  []iar
pa MLz
7Z Mizn
AR] [I1AaRr
Mez2 [Muue
cas Mxz
GZ Mz
Owso  [Mzex
Toggle all

Moo1

Interface

[[J Add WinRAR to Desktop
[[J Add WinRAR to Start Menu
[ create WinRAR program group

Shell integration

[Mintegrate WinRAR into shell
[[J cascaded context menus
[M1cons in context menus

Context menu items...

These options control WinRAR integration into Windows. The first group of options allows to
choose archive types to handle by WinRAR. The second group selects places to add links to
the WinRAR executable. The last group controls integration into the Windows shell. Shell
integration provides handy features like "Extract” item in archive context menus, so usually
there is no reason to disable it.

Press "Help” button to read the detailed description of these options.

—c—

X

077-7781383 | 7x'n1> ,7 Nin'7'x ,n"ya 7170 120 © nnmw nirdT 7D
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.NVIAINY NP'MN NN IA021,NIpNnn NN 0''07 'T2 Done 2V yin%2 v 5

WinRAR Setup X

WInRAR has been successfully installed to the folder
C:\Program Files\WinRAR

Use "Settings...” command from the WinRAR "Options™ menu for further customization.

If you installed WinRAR for the first time, please do not forget to read the online help.

Please note that WinRAR is not free software. Only if you purchase a licence, you will allow
us to continue to make improvements.

Please visit WinRAR home page to download the latest WinRAR version. Here you can also
purchase your licence for WinRAR via our secure transaction server.

Read help View license Order Home page

Thank you for using WinRAR!

I M = | WinRAR - O
@)
o

Home Share View
T <« Windows > StartMenu > Programs > WinRAR v & | Search WinRAR
# Quick access Name Date modified Type Size
I Desktop < ,.j Console RAR manual 10/4/2020 10:31 PM  Shortcut 2KB
; Downloads <+ .j What is new in the latest version 10/4, 010:31 PM  Shortcut 2KB
2 Documents 3 7% WinRAR help 10/4/2020 10:31 PM  Shortcut 2KB
) 5 5 8 winrAR 0/4/2020 10:31PM  Shortcut 2KB
& Pictures
D Music
B Videos
@ OneDrive
3 This PC
¥ Network

4 items m =

-18 Tinv - e
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NN 1IN2%1 eicar_com %V 110! |¥xN7 yIN%7 ,Downloads nMaon nx nina? ' 6
.INIX Y7n7 12 Extract Here

Al

Compressed FolderTools ~ Downloads - O X
Home Share View Extract 0
- « ™ & > ThisPC > Downloads > v D Search Downloads P
# Quick access Name Date modified Type Size
[ Desktop < m eicar_com 107472020 10:10PM  WinRAR ZIP archive 1KB
4 Downloads * Open
B Documents ? 8 Open with WinRAR
. BH Extractfiles...
&=/ Pictures 4
B8 Extract Here
D Music .
) n Extract to eicar_com\
m Wit Open with >
@ OneDrive Share with S
@l This PC Restore previous versions
¥ Network Send to %
: : Cut -] =
litem  1item selected 184 bytes ==

Add to archive... NNwaxr11IN271 eicar yalpn 72v 2t xn? yin?2 w7

= Application Tools ~ Downloads — o X
Home Share View Manage @)
<« v« ™ & > ThisPC > Downloads > v & | Search Downloads P
# Quick access Name Date modified Type Size
Il Desktop < n eicar_com 10/4/2020 10:10 PM  WinRAR ZIP archive 1KB
& Downloads  # |[Eleir= S240000T:07PM  MS-DOS Applicati.. 1KB
- Open
|z| Documents *
=] Pictures » Share with >
J’ Misic #9 Add to archive...
5 B8 Add to "eicar.rar
B Videos )
8 Compress and email...
@ OneDrive B8 Compress to “eicar.rar" and email
[ This PC Restore previous versions
Send to >
¥ Network
) Cut =
2items  1item selected 68 bytes - 5
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.Set password 7u yin?7 v 8

B8 Archive name and parameters ? X

General Advanced Options Files Backup Time  Comment

Archive name Browse...
Eicorar v
Default Profile Update mode
Profiles... Add and replace files v
Archive format Archiving options
@®rRAR ORAR4 QOauzip [CJoelete files after archiving
[CJcreate SFx archive
Compression method [[Jcreate solid archive
Normal v [ add recovery record
Dictionary size [Jtest archived files
32M8 B [(Jiock archive

Split to volumes, size

I v|IMB Vv Set password...

e

D'2wn? '12 0TIpn |1I7N2 OK v 21wl ,0K 7V yIn%7 ,Nnn0'o] 17w Dwa wnnwn? w9
.NO'NTN NN

#3 Enter password X

Archiving with password

Enter password
John_Doe v

Show password
[CJEncrypt file names

Organize passwords...

I e
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J0INTN YaIpn DR NI2UnY1 https://www.virustotal.com/gui o8 2w wia2 e 10

z] VirusTotal X + - =l o

& C @& virustotal.com/gui/home * 6

= > VIRUSTOTAL Q 888
FILE URL SEARCH

By submitting data below, you are agreeing to our Terms of Service and Privacy Policy, and to the sharing of your Sample submission with the security

community. Please do not submit any personal information; VirusTotal is not responsible for the contents of your submission. Learn more.
| Choose file \

(D Want to automate submissions? Check our API, free quota grants available for new file uploads N
¢ Open X
t ; > ThisPC > Downloads > v 0 Search Downloads P
Organize v New folder = ™M @
A
PR T — Name Date modified Type
Deskto * [ eicar 5/24/2000 7:07 PM MS-DOS Applicati...
P P
* Downloads PN B9 eicar 10/4/2020 10:44 PM  WinRAR archive
B ocomedcs 3 B8 eicar_com 10/4/2020 10:10PM  WinRAR ZIP archive
| Pictures b g
D Music
B videos
@ OneDrive
3 This PC
¥ Network o 5
File name: | eicar v| Al Files v

-21 7DV - (- @
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YaIpn NN N'0 X7 DWIINnN TNK R 17 0'w71 Confirm upload 7v yin%7 wr

11

L1712

Z VirusTotal X -+
< &

@ virustotal.com/gui/home/upload

> VIRUSTOTAL

FILE URL SEARCH

eicarrar X

Confirm upload

" — - - -
() Want to automate submissions? Check our AP, free quota grants available for new file uploads

* O

By submitting data below, you are agreeing to our Terms of Service and Privacy Policy, and to the sharing of your Sample submission with the security
community. Please do not submit any personal information; VirusTotal is not responsible for the contents of your submission. Learn more.

O X

000
Q 000
0oo

z] VirusTotal b4 +
< C

D] urL1P address, domain, or e has a ~ g O

# virustotal.com/qui/file/6279395f0a29f61b94466b34d 158ad7efbcdcc746ac53ff3f2a0960d6... Q&

No engines detected this file

6279395f0a29161b94466b34d158ad7efbecdcc746ac53ff3f2a0960d6das
9ff1

202.008 2020-10-05 05:49:23 UTC

eicar.rar
rar
X v
DETECTION DETAILS COMMUNITY
Ad-Aware ) Undetected AegisLab
AhnlLab-V3 Undetected AlYac Undets
Antiy-AVL Undetected Arcab Unde
Avast Undetected AVG Undetected
Avira (no cloud) Baidu Undete

w

BitDefender Undetected BitDefenderTheta Undetected

RAR
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