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.DIw"n NN n721wan searchsploit nTIpan
Searchsploit —m [full path] :nTIpan nx ynn? v ,09MPON NN TIN? T2

.DIYIN NN YN71 D9IPON 2V NINYAINN DK NIY7 e

v Places ¥ [ Terminal ~ Mon 09:31

root@kali: ~

(/usr/share/exploitdb/)

(Authenticated) Remote SELinux Privilege Escalation exploits/linux/remote/6094. txt
Dropbear / Server - 'MAX UNAUTH CLIENTS' Denial of Service exploits/multiple/dos/1572.pl
FreeBSD 3.5p1 - Remote Command Execution exploits/freebsd/remote/17462. txt
Novell Netware 6.5 - Remote Stack Overflow exploits/novell/dos/14866. txt
1.2 - '.scp' File Create/Overwrite exploits/linux/remote/20253.sh
.3 < 7.7 - Username Enumeration exploits/linux/remote/45233.py
.3 < 7.7 - Username Enumeration (PoC) exploits/linux/remote/45210.py
.X/3.0.1/3.0.2 - Channel Code Off-by-One exploits/unix/remote/21314.txt
.X/3.x - Kerberos 4 TGT/AFS Token Buffer Overflow exploits/linux/remote/21402.txt
.X - Challenge-Response Buffer Overflow (1) exploits/unix/remote/21578. txt
.X - Challenge-Response Buffer Overflow (2) exploits/unix/remote/21579.txt
.3 pl - Duplicated Block Remote Denial of Service exploits/multiple/dos/2444.sh
.8 < 6.9 - 'PTY' Local Privilege Escalation exploits/linux/local/41173.c
.2 - Denial of Service exploits/linux/dos/40888.py
.2pl - (Authenticated) xauth Command Injection exploits/multiple/remote/39569.py
.2p2 - Username Enumeration exploits/linux/remote/40136.py
6.6 SFTP (x64) - Command Execution exploits/linux x86-64/remote/456000.c
6.6 SFTP - Command Execution exploits/linux/remote/45001.py
7.4 - 'UsePrivilegeSeparation Disabled' Forwarded Unix Domain Sockets Privilege Escalation exploits/linux/local/40962. txt
7.4 - agent Protocol Arbitrary Library Loading exploits/linux/remote/40963. txt
7.7 - User Enumeration (2) exploits/linux/remote/45939.py
SCP Client - Write Arbitrary Files exploits/multiple/remote/46516.py
/PAM 3.6.1p1 - 'gossh.sh' Remote Users Ident exploits/linux/remote/26.sh
/PAM 3.6.1pl1 - Remote Users Discovery Tool exploits/linux/remote/25.c
d 7.2p2 - Username Enumeration exploits/linux/remote/40113. txt
Portable 3.6.1p-PAM/4.1-SuSE - Timing Attack exploits/multiple/remote/3303.sh
glibc-2.2 / -2.3.0p1 / glibc 2.1.9x - File Read exploits/linux/local/258.sh
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Shellcodes: No Result
~# l
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JN'TN Np'7a? Naon
.Metasploit 112V 271wn pwnn Xin Msfconsole

A7 NI212'n naNn? 0'Q0I11 0D'21TIN 2710

v  Places~ [ Terminal v Mon 09:30

root@kali: ~
File Edit View Search Terminal Help
~# msfconsole
***rting the Metasploit Framework console...\
* WARNING: No database support: No database YAML file

* R

MMMM MMMM
MMMMMM MMMMMM
MMMMMMMMM ~ MMMMMMMMM
MMM MMMMMMMMMMM MMMM
MMM MMMMM MMM
MMM MMM MMM
MMM MMM MMM
MMM MMM MMM
WM MX
M M

=[ metasploit v5.0.41-dev

[ 1914 exploits - 1074 auxiliary - 330 post
556 payloads - 45 encoders - 10 nops

--=[ 4 evasion
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.Msfconsole-n nmap Nx1N2a NJN2 NP0
.0'PI0 2w am [11an v Msfconsole-2
.02IN1N TON NI1A7 'T2 NNNW1A NIpon 72

Places v [ Terminal ~ Mon 09:35

root@kali: ~

File Edit View Search Terminal Help

S > nmap
[*] exec: nmap

Nmap 7.80 ( https://nmap.org )
Usage: nmap [Scan Type(s)] [Options] {target specification}

TARGET SPECIFICATION:
Can pass hostnames, IP addresses, networks, etc.
Ex: scanme.nmap.org, microsoft.com/24, 192.168.6.1; 10.0.0-255.1-254
iL <inputfilename>: Input from list of hosts/networks
- <num hosts>: Choose random targets
--exclude <hostl[,host2][,host3],...>: Exclude hosts/networks
--excludefile <exclude file>: Exclude list from file
HOST DISCOVERY:
-sL: List Scan - simply list targets to scan
-sn: Ping Scan - disable port scan
-Pn: Treat all hosts as online -- skip host discovery
-PS/PA/PU/PY[portlist]: TCP SYN/ACK, UDP or SCTP discovery to given ports
-PE/PP/PM: ICMP echo, timestamp, and netmask request discovery probes
-PO[protocol list]: IP Protocol Ping
-n/-R: Never do DNS resolution/Always resolve [default: sometimes]
--dns-servers <servl[,serv2],...>: Specify custom DNS servers
--system-dns: Use 0S's DNS resolver
--traceroute: Trace hop path to each host
SCAN TECHNIQUES:
-5S/sT/sA/sW/sM: TCP SYN/Connect()/ACK/Window/Maimon scans
-sU: UDP Scan
-sN/sF/sX: TCP Null, FIN, and Xmas scans
--scanflags <flags>: Customize TCP scan flags
-sI <zombie host[:probeport]>: Idle scan
-sY/sZ: SCTP INIT/COOKIE-ECHO scans
-s0: IP protocol scan
-b <FTP relay host>: FTP bounce scan
PORT SPECIFICATION AND SCAN ORDER:
-p <port ranges>: Only scan specified ports
Ex: -p22; -pl-65535; -p U:53,111,137,T:21-25,80,139,8080,5:9
--exclude-ports <port ranges>: Exclude the specified ports from scanning
-F: Fast mode - Scan fewer ports than the default scan
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218117 122 handler XIn Use

IN'Y KXNIY 21TINN NN |''¥N - [Use [name

v  Places~ [ Terminal v Mon 09:38

root@kali: ~

View Search Terminal Help

>§ S search éférnalblue

ching Modules

Disclosure Date Rank
© auxiliary/admin/smb/ms17 010 command 2017-03-14 normal
hnce/EternalSynergy/EternalChampion SMB Remote Windows Command Execution
1 auxiliary/scanner/smb/smb ms1l7 010 normal
ection
2 exploit/windows/smb/ms1l7 010 eternalblue 2017-03-14 average
b SMB Remote Windows Kernel Pool Corruption
3 exploit/windows/smb/msl7 010 eternalblue win8 2017-03-14 average
b SMB Remote Windows Kernel Pool Corruption for Win8+
4 exploit/windows/smb/ms1l7 010 psexec 2017-03-14 normal
ance/EternalSynergy/EternalChampion SMB Remote Windows Code Execution

5 > use exploit/windows/smb/ms1l7 010 psexec
5 exploit( )=

Description

MS17-010 Ete
MS17-010 SMB
MS17-010 Ete
MS17-010 Ete

MS17-010 Ete

CYBER SCHOOL



2w 0D21TIN

Metasploit

MetaSploit w nimipan 22 nknaxn - ? >
21TIn NNTAN Naxn -Show options >
D'2N0N naxn - Show Info >

>

J1IUna ninNobn Naxn -Show Targets

<5

CYBER SCHOOL




710N
12 WNNWN? W'Y 21Tinn X MTan
NN IP-N MXN DX ' AN
7NN D92 MLAN DX NITAN
.NIPNN IP-Nn NMINN NIN M'TAN
.MIPNN V9N 190N NN MI'TAN

2120 NN NXNN

no'w

[Use [name
[RHOST [IP
[RPORT [port
[LHOST [IP
[LPORT [port

21X1]

21TIN NTAD
MetaSploit

<5

CYBER SCHOOL



2% D'21TIN 21D

Metasploit

o

0'avovn
orTvIm

21N

Nops

<5

CYBER SCHOOL




nN'YnNn

niiwMetaSploit N1aIdN DY NTIAV 22007 W

D'A?Wn

Metasploit. & miIxnn N v v >~

PsExec. N9pNn 2v197 NNXIN7 W' -

OMIYp 0D'X1p n'7]
NTayn non  » VirtualBox
Kali Linux

7 Windows

Msfconsole

n1rayvn
MetaSploit

nipT 30-45 2







