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Domain Name System
Configuring DNS
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Lab Task 1: Configure DNS

cyber.com domain 7 wTn Host record qoin : 1 27w

DNS ™I tools YN serverl>server managera .1

cyber.com < forward lookup zone < serverl nx nNa .2

new host (A orAAAA) (NI cyber.com 2v 1m' 7.3

10.0.0.10 o1 IP nrypnal " test-client” 010N oW NRypN1.4

. DNS Manager
File Action View Help

o HE XE = PFEE

é DNS Name Type Data

I o SERVER1 - _msdcs

4 3 Serverd.Cybercom i _ _
b Global Logs test-client Properties :

4 || Forward Lookup Zones
- P Host (A) | Securty

[+ [ _msdes.Cyber.com

4 [z Cyber.com Host {uses parent domain f left blank):
b [ msdes
=F I
I | _sites |
B[ _tep Fully qualified domain name (FQDN):
B _udp |test-client.Cyber.-:om |

I || DomainDnsZones

I || ForestDnsZones IP address:

4 [ Reverse Lookup Zones |-”:‘-ﬂ-ﬂ--”:l |
~| 10.n-addr.arpa

b ; ?rjust Points P [[] Update associated pairter {(PTR) record

- | Conditional Forwarders

ok || Cancel Apply
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Try to resolve the new host :2 2w
clientn 2w VM 2 1annin.5

nslookup test-client.cyber.com : nmipan nx y1ni CMDanx nna .6

nip7n 212y CNAME nniwn iy (3 A

DNS 181 tools yn'? serverl>server managerl .7
cyber.com < forward lookup zone < serverl nx NNa .8

new alias(CNAME) 1nal cyber.com %v am p'7p .9

NY-FAVORITE-CLIENT oaan own nxxpin av .10

test-client 2 NI < cyber.com < forward lookup zone < serverl woni ' T¥2 |I7NN 7V browse yn7.11

-

= DNS Manager
File Action View Help

el rE XE == iFEE

2 DNS Mame Type Data
[ ﬂ SERVER1 = | _msdcs
4 3 Serverl.Cyber.com ) i ) _
b Global Logs my-favorite-client Properties b
4 || Forward Lookup Zones —'—‘ - -
b = _msdes.Cyber.com Als (CNAME) | Securty
_:,_ yber.com Alias name (uses parent domain i left blank):
P A _r'f15dcs |my-favorite-clier1t ‘ ber
I | _sites
B _tep Fully qualfied domain name (FQDM): m-
b _udp |my-favcurite-client.Cyber.com ‘ m
| DomainDnsZones
b 5 ForestDnsZones Fully qualfied domain name (FQDM)for target host:
4 || Reverse Lookup Zones |test-c|ier|t.cyber.corn. | | Browse... |
I (2] 10.in-addr.arpa =

I+ || Trust Points

[ Conditiu:unaIFnrw[};ders

| oK || Cancel | Apply
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Try to resolve the new record : 4 27w

clientn 2w VM 2 12nnn.1

nslookup my-favorite-client.cyber.com  :ampannxyini CMDanx nna .2

Bl C:\Windows\system32\cmd.exe = ||~ @

C:“Userssuserd>nslookup test—client.cyher.com
DHE request timed out.
timeout was 2 seconds.
Server: UnKnown
Address: 1680.8.8.1

test—client.cyber.com
ia.8.8.18

C:sUserssuserl>nslookup my—faverite—client.cyber.com

DMS reguest timed out.
timeout was 2 seconds.

Server: UnKnown

Addre=z=s: 18.8.68.1

test—client.cybher.com
18.8.8.18
my—favorite—client.cybher.com

C:wUserssuserl’>

? CNAME niniwn 02NN 1INIX NNY

Lab Task 2: Bonus

. serverll NMwn 2010 2w wnNwnn pwnn NIvxnia I ,CORE (Server2) nawa DNS nniwn |jpnn .1
."server 2012 install DNS role" Google -1 wan ,Powershell 2& niTijp91 wnnwin? 1NN DN ;TN

”Log on to Server2 as cyber\administrator, open CMD, and enter ‘powershell o :jnn'a
"Enter the following command: ‘Install-WindowsFeature -Name DNS e
IN

On Serverl, click ‘All Servers’, right-click Server2, choose ‘Add Roles and Features’, and install the e
‘DNS Server’ role

."server 2012 install DNS role" Google -1 wan ,Powershell ¥ NITIP91 wnNNwn? 1N2N ON ;TN
NNIYAN DN P17l (1 DY 2w 2100 2 wnnwnin pwnn inn) Server2 -1 DNS managment NN NNa .2
.Server2 DNS -7 n7921w Cyber.com
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.’On Serverl1 click ‘All Servers’, right-click Server2, choose ‘DNS Manager :jInn'a

"DNS SERVER" 12l Server2 v '11'n 122Vn |[¥N? NIwxnra yn? ,'All server' 2V yn'7 ,serverl 1 .t
TN ININ DY DNS MY 1w %Y NIYRAYNAN NN ?NRIDIR 7921¥0 T UITN

%9221wn rn ,DCs DN D'MIWN IWI,N1'A07 A21WN TR RIN 'cyber.com’ AT [1nan :jnnta
N'LNIVIN

.Cyber.com |"nIT? J19'n N'T2 WX 1IXI 1 Nawa DNS - 21 nx nNna .4

T
A DNS Manager - | =[x
File Action View Help
e« #F| = Hm § 86
£ DNs Marme Type Status DNSSEC Star
i fl SERVER1 = 10.in-addr.arpa Active Directory-Integrated Pr..  Running Mot Signed
a | Server2.Cyber.com
I Global Logs
| Forward Lookup Zones
4| | Reverse Lookup Zpeaar
b 2] 10in-addr.arp New Zone...
B | Trust Points View »
| Conditional Forwz
Refresh
Export List...
Help
£ m b
N9
.In the Serverl server manager, click ‘tools’ > DNS > Serverl o
Right-click ‘Reverse Lookup Zone’, and choose ‘New Zone o
After the welcome screen, choose ‘Primary Zone’, make sure ‘Store the zone in Active °
.” Directory’ option is selected, and click ‘Next
”In the ‘Active Directory Zone Replication Scope’, click ‘Next o
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.”Choose ‘IPv4 Reverse Lookup Zone’, and click ‘Next o

.For ‘Network ID’ enter ‘10’ in the first octet, and leave the rest empty o
”In the ‘Dynamic Update’ screen, click ‘Next °
.’Click ‘Finish °

Test-client 112V PTR nniwn 1.5

JJnna

.’Open ‘Serverl’ > ‘Forward Lookup Zone’ > ‘Cyber.com .

.Right-click the ‘Test-Client’ record, and choose Properties °

’Select the ‘Update associated pointer (PTR) record’ box, and click ‘OK .

D1vaxna 1Nl test client' Nniw 2V NN 123UN XN2 NIVXARA YNY? @ TN

? NINXIND [N nslookup Nivxnxa 10.0.0.10 7w IP 0 NN NNAal NP0 8112V .6
Jnna

:Log on to the client VM, open CMD, and run the following command o

nslookup 10.0.0.10
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