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Metasploit

Metasploit 2& n'po

e ]'llDD]'lT'I'? D'ON"NN O'NanN O'NIMN

712! QPINY N12INA IN NMNINA ,NJIVNA NN NY2IN KN N9IN NI :n9N NTIM

JIRNIN K7 NI21v9 vixa? 9x1%

D'71X1 .N2IN1 N9IN nTm %V nooiann NIPNN NUXANND TWRI ¥NnNn 711 :0'71x1

J1raxa90 noin ]'IITI|7]'7 02113N 7NN

2121 TIPN 21X INN? NYURD NDIYN 2V 20190 TIPn YOP RIN TVIMN [VLNRn TV jyon

1Y NI X2 Ni21a uxa? N'2210nn N12ITT N12M 2w 210 NI 02

p
Local & Privilege Escalation Exploits

W Title

il cox e I rgr esralation cxpholl

Denial of Service & Proof of Concept Exploits
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wian 'viin

N7N D721 NN A'WN? 212! QpIinn NNIVXNANAY 71X NIXPAI9 D'NY7 W Aain NImp?
17 2'2UN7 DMWY PNNN AYNNA PINNA TIp 72V197 XIXIN 1212 9PN plavn? oy

NK KIXNY? [N NN NYURA X' T2 'a0N MLNA VIA97 IN NI NN NIRYINT nwn
:D'NAN DNINND DIDIRD DIDIAND 121X 2N

7712 ,N121Y NIXINI NIQWNI NN NITIPA W TIV'NM 20NN LNLA'X NN :CVE 'p1a

NIDYUNNI DIXIAN 7¥ 1AM N'POI1N2Y NrDP1an,(NKN 200 AT 19%) mnin
DIVavINm

TON 7212 ,NNDAN? WP INR UTAL TIp ,0'71X1 QOXAN DIXY [I'DIX :2¥IN D1IN] TON
Exploit -7 .wi1an nIN7'8w Yw uTN 1NN ,Google Hacking (GHDB) 7w 01iman

WNIN [PNINN (K2N 9'wo1 ININNN) SearchSploit owa jiipn X7 wian 191 vt Database
Kali Linux n2vann novna

NIan 09210 0NN p2n .CVEs 7¥ 11 1901 D20NI X720 1NN :Cve.mitre.org
.02 01IN17

s ~
Current CV§$S Score Distribution For All Vulnerabilities
Distribution of all vulnerabilities by CVSS Scores Vulnerability Distribution By CVSS Scores
CVSS Score Number Of Vulnerabilities Percentage CVSS Score Ranges.
Y s e me:
5 12
21458 2
23 4054 4.00 19239 it
3-4 3197 3.10 48
55
4-5 21456 20.90 13448 il ;
5-6 19339 18.80 N
6-7 13448 13.10 &9
4084 Hsn
7-8 23778 23.10 1977 788 187 45
8-9 449 040 [l =
- 14310 13.90
Total 102806
Weighted Average CV55 Score: 6.6
Looking for OVAL (Open Vulnerability and L ) initi http:/ /www.itsecdb.com allows you to view exact details of OVAL(Open Vulnerability and Assessment Language)
definitions and see exactly what you should do to verify a vulnerability. It is fully integrated with cvedetails so you will be able to see OVAL definitions related to a product or a CVE entry.
Sample CVE entry with OVAL definitions : CVE-2007-0994
www.cvedetails.com provides an easy to use web interface to CVE vulnerability data. You can browse for vendors, preducts and versions and view cve entries, vulnerabilities, related to them. You can view
statistics about vendors, products and versions of products. CVE details are displayed in a single, easy to use page, see a sample here.
CVE vulnerability data are taken from National WVulnerability Database (NVD) xml feeds provided by National Institue of Standards and Technology. Additional data from several sources like exploits from
www.exploit-db.com, vendor and additional vendor supplied data, Metasploit modules are also published in addition to NVD CVE data.
Vulnerabilities are classified by cvedetails.com using keyword matching and cwe numbers if possible, but they are mostly based on keywords.
Unless otherwise stated CWSS scores listed on this site are "CVYSS Base Scores” provided in NVD feeds. Vulnerability data are updated daily using NVD feeds.Please visit nvd.nist.gov for more details.
Please contact admin st cvedetails.com or use our feedback forum if you have any questions, suggestions or feature requests.
. J

(cvedetails.com) CVE 'v1a 1NN
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SearchSploit

.Kali Linux n2uann N2vna niamn jiipn X7 wian 21 v Database Exploit-7
Google 7v D1IN1N TON DY X7 N ,Exploit Database DV TalWw 21 NIn SearchSploit
.Windows-1 Mac Nio1vn? bva'Ra INIX TIN7 DA N1 .Hacking

NN NAaDINIExploit Database NMTua n7w 0'721X'20 NN'WA NX N22TUN SearchSploit
J12N NIQY [11202 NIAMAN,N9N NITIPAEDYIXD 2V NI 12TUN VTN

:N2N [9INA Linux 91002 711 wan? nn
1220 2w 01NN TON NN |2TUN- searchsploit -u
219NN NAIM NN D'MKXINN D'71X10 72 NN RXIN - searchsploit [term]

ITH 2V INXNIY DIMN'Y DY N'DAIVINK NA7IX Np'TA paon - searchsploit —nmap [file]
.Nmap 7w npnon 72

2V |'IXW N2IN? DNIWPN D21X1IN 22 DR NIL1AN N?un? NJTIN SearchSploit-n NITIPa
N2V 'PRW 2MIN NN YRnwnn T
SearchSploit-2 win'w

JARNN 0121X'0 NN N7'NN 112Un7 D'AYN D'9pINN ,*722 021700 071X wNNwn? 12
:NINQN NTIPAN NIYXANL NNT NIYY7? N1 .0N%Y AwWNnNn 2K 1200 7w 00iman
searchsploit -m [full path of the exploit]

2var 213101 ,chmod NTIPan NIYXAKA DAMPON NINWIN DK NIW7 W, |20 1NKY?
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: #rsearchsploit OpenSSH

(/usr/share/exploitdb/)

(Authenticated) Remot exploits/linux/remote/6094. txt
Dropbear / Server - 'MAX UNAUT | exploits/multiple/dos/1572.pl
FreeBSD 3.5p1 - Remote Command exploits/freebsd/remote/17462. txt
Novell Netware 6.5 - Remote St exploits/novell/dos/14866.txt
.2 - '.scp' File Create/Overw | exploits/linux/remote/20253.sh
7.7 - Username Enumerati exploits/linux/remote/45210.py
7.7 - Username Enumerati exploits/linux/remote/45233.py
.0.1/3.0.2 - Channel Code exploits/unix/remote/21314.txt
.X - Kerberos 4 TGT/AFS T exploits/linux/remote/21402.txt
- Challenge-Response Buffe | exploits/unix/remote/21578.txt
- Challenge-Response Buffe | exploits/unix/remote/21579.txt
pl - Duplicated Block Remo exploits/multiple/dos/2444.sh
< 6.9 - 'PTY' Local Privil exploits/linux/local/41173.c
- Denial of Service exploits/linux/dos/40888.py
pl - (Authenticated) xauth exploits/multiple/remote/39569.py
p2 - Username Enumeration exploits/linux/remote/40136.py
.6 SFTP (x64) - Command Exe exploits/linux x86-64/remote/45000.c
.6 SFTP - Command Execution exploits/linux/remote/45001.py
.4 - 'UsePrivilegeSeparatio exploits/linux/local/40962.txt
.4 - agent Protocol Arbitra exploits/linux/remote/40963. txt
.7 - User Enumeration (2) exploits/linux/remote/45939.py
Client - Write Arbitrary F exploits/multiple/remote/46516.py
3.6.1pl - 'gossh.sh' Remot exploits/linux/remote/26.sh
3.6.1pl - Remote Users Dis exploits/linux/remote/25.c
d 7.2p2 - Username Enumeration exploits/linux/remote/40113. txt

1
2.
2
2.
23
38
3.
4.
6.
/o
7
Tho
<
<
<
<

SearchSploit-2 winw

SearchSploit :nTavn nn'wn
.b9"pPO NTINI SearchSploit by NTIAV 72200N7 wr

Metasploit

INT.N9N NITIPA 2w 21221 NN NNTN PTIA? NNNI9Y Maon X'n Metasploit
.Kali Linux DV nunw Metasploit mMaon? 22iwnn pwnnin

JIMATENAMN DNWAaANNN 07191 0'217IN 9712 Metasploit
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:-# msfconsole

=[ metasploit v5.0.60-dev
+ -- --=[ 1947 exploits - 1089 auxiliary - 333 post
+ -- --=[ 556 payloads - 45 encoders - 10 nops
+ -- --=[ 7 evasion

msf5 > |

Msfconsole pwnn

Metasploit npmo

NXIN N7710 npon .Metasploit 7w miaonn NwxNya Nmap Nipno ynn? 1wan

oX- 7210 DV Nmap nivxnia IX ,db_nmap nTipan nivxnna Msfconsole-nn Nmap
NIRXIN NX 8117 T2 db_import NnTIp921 wnnwin? wr ,jan 1nX7? XML yaip v v?9 1ay
.Metasploit 7& D12ININ TON 78 NpoN

search nx1n 'T' %V DN2 NIAX? N1IW D'PYI0 72 21T 1130 D v Msfconsole-?
W' ,N"M0 72 NIJI0N NIKXIN NINIY T2 .01ININ TONA NINNWA NIPNoN 721 .portscan
.services NTIPan NN YyNn?
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Aiee, Killing Interrupt handler

1947 exploits - 1089 auxiliary - 333 post
556 payloads - 45 encoders - 10 nops
7 evasion

T CeH

([ [ |

e oo ==

msf5 > db nmap
Usage: db nmap [--save | [--help | -h]] [nmap options]
msf5 > db_nmap 10.21.0.0/24 -PN
Nmap: Starting Nmap 7.80 ( https://nmap.org ) at 2019-11-25 04:38 EST

Msfconsole 7w db_nmap-1 win'w
Msfconsole wian
.Metasploit Dy NI NIXI2IN NTIAVN TR NNR K'N Msfconsole
:N17712 Msfconsole-1 niwnwnn NITIpan
219'NN NAIMY7 0'M'RNnn 017NN 22 NN wann - Search [term]

1AWNN1 0'TVI' DVDLNI 071X NXIN? N3 handler - Use exploit/multi/handler
.non

UNNWN? 217N NT'NA VaIp — Use [name]

-8 Ty e

077-7781383 | 78> ,7 nnn''x ,n"va 7170 120 © nNimw NidT™ D
CYBER SCHOOL



[ 1947 exploits - 1089 auxiliary - 333 post
[ 556 payloads - 45 encoders - 10 nops
--=[ 7 evasion

> search eternalblue

ng Modules

Disclosure Date Rank Check Description

0 auxiliary/admin/smb/ms1l7 010 command 2017-03-14 normal MS17-010 EternalRo
mance/EternalSynergy/EternalChampion SMB Remote Windows Command Execution

1 auxiliary/scanner/smb/smb msl7 010 normal MS17-010 SMB RCE D
etection

2 exploit/windows/smb/doublepulsar rce 2017-04-14 great DOUBLEPULSAR Paylo
ad Execution and Neutralization

3 exploit/windows/smb/ms17 010 eternalblue 2017-03-14 average MS17-010 EternalBl
ue SMB Remote Windows Kernel Pool Corruption

4 exploit/windows/smb/ms1l7 010 eternalblue win8 2017-03-14 average MS17-010 EternalBl
ue SMB Remote Windows Kernel Pool Corruption for Win8+

5 exploit/windows/smb/ms17 010 psexec 2017-03-14 normal MS17-010 EternalRo
mance/EternalSynergy/EternalChampion SMB Remote Windows Code Execution

> use exploit/windows/smb/ms1l7 010 eternalblue
exploit( ) >

Metasploit-2 win'w
Metasploit 7w 0'21TIn

7N TIV'M NIVXAND D'71TINA wINn'win 1K bwa? X' Msfconsole mbn
wnnwn? niamtn Metasploit-n nimpa 22 nx axn - ?
N7W MINXND NN ITAN? 212" QpInn 217N TN naxn - Show options
. mn mn) 21mn vm naxn - Show info

.Nmap wI9'n NIYXNNI N72NNY 21TIN2 NIV NINLN Naxn — Show targets
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21TINn NN

7200 now
2 YNNWN? W'Y 21TINN NN M'Tan Use [name]
IP-Nn NamMa NX MmN Set RPORT [IP]
PNINNN DI NMLNN DX N'TAN Set RPORT [port]
MmN IP-n MR NN NN Set LHOST [IP]
MIpNN LIUDN 190N NX NN Set LPORT [port]
71X NN NXNN Exploit or run
21TIN NN

2¥ NWI1 Na'pN UXA? QpIng 0'uhonn 072 122 RN nnxiv 11 192 Rin Metasploit
J21pn

:0'N2N DNATN DX 017712 Metasploit '21Tin

NINXNIN NNR'0N N9IN NTIRA NITRIMNN NITIRAN 722 2900 21X10 21T :0121x1
NIXPHar 7w 2111 10T [N 12220 NAXN T NPT 2712 RID.ANPY29N IN NN
.01 LNDIN

21X INNY TU' AWNN 2V YW 19190 NALYN TIp KIN TUIM [VDN :DTVIM DVLN
12NNNY7 TXD 1N 212! TV (VDN LWYIND N?12' AN 9pIinni N21UN1A ViIaa? nfoxn
N2V DY NAWN INNY TU'N N2V 2V 21097 NINX DITIRa 1781 9pin?

0'7712 2TV "21TINT NINNAIT 21X 1217007 NNIWH 'R NIZ1VA D'UXIN TV 217N 1Y )
7'70N7% D'WIONN 0'A01 0721 NN'Y NYUA 192,07V ¥ N9IN NITIPI DTN DPII0
TU'2 NP MAYNL NN DNIUA DI N 71NN
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XN NTIPI NNDAX T2V 1NT PRNNNY? T2 DU TV D1IYLA 0'2'aXN DTTIPA D' TTIpN

a1 .BloXor nxI Non-AlphaNumeric ,Shikata Ga Nai nx D0'7712 0'XI191 DITTIN
72 1D'N D'ITAIN NNDAN 'WXNAN TA12 TIV 0'2'W' D2'R1EDAwImM Metasploit 7w or7Tipmn
DX NITIM

D'TVI' N7 DN .|IATNI TI9M 112V 1'Va NIWNRWNN NIRvp Tip Nio'a on NOPs :NOPs
JNNDNVY wINY

@

o)

Metasploit :nTavn nn'wn
1w MetaSploit niaion oy nTIav 220n7 we
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