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nTivn nn'wn

Windows awnna arpspoof Napnn vIX'A :nTavn nn'wn
JN'W NYUIN% 0Na%?1 Windows 7w NHRIDYIN N212100 2V NN'W NYUIN N9PNA UXA7 v

1IN2Y1 N2IIAN DW 2V 0 X020 2V ¥InY?Y vt ,Oracle VM VirtualBox Manager-a 1
78 DTN D'AwNNN WY XTIZ1 Network yopn? vin? v .Settings ninwaxa
.NAT nw1 NNIN
.Windows 10 7w Kali Linux 7w N'281D1'IN N21202 NTN 2720 NN UXA7 W' :nun

8¢ Oracle VM VirtualBox Manager

File Machine Snapshot Help

Gy o @ e

Take Delete Restore  Properties

EZ'4 Windows 10 VM Ll
o/ @© Powered OFf £2) Setfings Ctrl+S I

£ Windows 10 VM - Settings

E General Network
EI Systermn Adapter 1 Adapter 2 Adapter 3 Adapter 4
|§| Display Enable Metwork Adapter
@ Storage Attached to:
Mame: WNatMetwork
{D] Audio [ Advanced
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NIVXAN] INKY 01217 IN,8.8.8.8 7K ping NTIna ynnY v ,Windows-n awnna 2
JIN1D N72VI9 NAT nwn MIWpNY XTI 112 ping 8.8.8.8 nTIjpan

C:\Users\14175>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:
Reply from 8: bytes=32 time=19ms
Reply from bytes=32 time=24ms

8.8.8.
8.8.8.8:

Reply from 8.8.8.8: bytes=32 time=35ms
8.8.8.8:

Reply from bytes=32 time=21ms
Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 4, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 19ms, Maximum = 35ms, Average = 24ms

C:\Users\14175>g

Windows VM n“x1011IN n2ann 7w IP-n nexaiaioap 12 ow w3
.10.0.3.1 NIn 7TNNN N2 wwi 10.0.3.4 KN IP-n NAIMD L 127Y nnalma :nvn

EX Command Prompt — O x

C:\Users\John Doe>ipconfig

Windows IP Configuration
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Kali Linux-n awnnaqonn nx ninay v 4

toor@kali: ~

File Actions Edit View Help
~$5 11

nVI sudo apt-get install dsniff :nxan NTIPAN NITWA dsniff n'2'ann X 'pnn? w5
.y I'Th7 ,n'Nann N1Izn Ny

’Q || [toor@kali: ~] E tool
toori@kali: ~
File Actions Edit View Help

sudo apt-get install dsniff

con-theme x1l-session-utils xdotool
L-settings xfdesktop4 xfde op4-data xfwmé

emove' to Tremove
The following additional pac

dsn libﬁid;
@ upgraded, 2
N

B of additional disk space will be used.
Do you want to continue? [¥/n] |}
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Windows 2w ARP-n nav NX 2'vnY v, Linux-n awnna arpspoof "2annmitwva - 6
2NN 78 NN AN?N 1'avn? '2an 10

NNXIN T2V Windows 10 7w ARP-n 0720 NX 2'Uan? N1, 127w nnalmn X2
sudo arpspoof -i eth0 -t 10.0.3.4 10.0.3.1 -r:nxan NTIpan

N'MIPAN NYINN NNX? DIPNNT 1WaARNN NY 211 KN 2TNNN 17N VY :nun
.(am)

sudo arpspoof -i ethO -t <Windows VM P> :NIN ITNTIPQ 7w 1'aNNN Q01 VTN
<Default Gateway IP> -r

NT29n ¥ D1ILPI9N

N9pPNNN VINY wnwnin 220 DY - arpspoof <

ethO ,nT NpNA ;LIVINRN pwnNN (X2 wnwn -jeth0- <

;N7 IP-0 NAIM2 T 2V QpNINY Nonn DX 'y — <t <Windows VM IP- <
Windows 10 VM N'2XI1DMIN NA12RN ,NT Npna

arpspoof IN1twaw naiann 7w IP-n NaIna nNX |'x¥n — <Default Gateway IP> <
NAT nw1 2w 27Thnn 112 WY 2w IP-0 NAIMD ,NT N2 ;0J0NK NIion

[N ,NT NP2 ;IRNIXY NIAMAN %2 ARP-N NIK?2AD DR 2002 wnen - r- <
NAT-n nw 2w 2Thnn N2 1w [nl Windows 10 VM N2RIDYIIN naldnn
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IN 8.8.8.8 7N 2112 NivwY W) .Windows-N 2wNN1 b1vINI wANnwR? nioy w7/
(google.com NX wan?!1 |9T9TN 78 D12'NY

B3 Can't reach this page X X

O google.com * ==

O Hmm, we can't reach this page.

o Try this
°

+ Make sure you've got the right URL: http://google.com

« Search for what you want

ping !
8 with 32 bytes of data:
ut.
timed out.
Request timed out.

Request timed out.

?arpspoof NTINAN NX1IN INKY Ywany nenn mMiwpn? owann 8

-7 Ty - e

077-7781383 | 7x'n1d ,7 nn'2'x ,n"va 7170 120 © nNmw nidT™ D
CYBER SCHOOL



